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FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communication 


Title:  (U)  Subfile  Opening  Document 


From:  CHARLOTTE 

CEOS 

Contact : 


Approved  By 


Date:  11/28/2012 

CLASSIFIED  BY  : HSIC;.:-  C ^ ''  . ■:  ■ r 
FSAS3I-::  1.4  {2; 

DECLASSIFY  CH  : 12-31-20 3 ■■■ 
nftT¥-  06-28-2016 


ALL  iNromti.T  rc.:-;  r.T.  ■. 
HERE  in  IS  UWCL^lSSI.- ...■ 
WHERE  3HOWW  OTHSF.VsISi. 


1302  (SENSITIVE  INVESTIGATIVE  MATTER) 


i:s) 


SENSITIVE  INVESTIGATIVE  MATTER 


■||fj Synopsis: 


Request  opening  of  Sub  302. 


,Soi^  1 . 4 (b)  , (c)_^ 

Derived 
NSISC::^ea^06lg 
^classify  On:  203711^ 


Details : 


interviews 


] requests  opening  of  subfile 


conducted  with  regard  tol 


"302"  to  house  all 


bl 

b3 

b6 

b7C 

b7E 


♦ ♦ 


PETRAEUS-1531 


FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communication 


Subfile  Opening  Document 


Date:  11/28/2012 


Approved  By 


ALL  iNroHis.TioN  rn:.':  A - 
HEREIN  IS  UHCLASSIi  lEL: 


SENSITIVE  INVESTIGATIVE  MATTER 


SENSITIVE  INVESTIGATIVE  MATTER 


l-UI Synopsis-: Request  opening  of  Sub  CART. 


^on:  1.4  (b)  , (c)  , 


peeiassify  On:  20371 


S^j  I requests  opening  of  subfile  "CART"  to  house  all 

analyses  and  reports  generated  by  FBI  Charlotte  CART  Examiners. 


^rpT?FT?7ll  I ITT 
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FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communication 


Title:  (U)  Subfile  Opening  Document 


Date : 


11/30/2012 


CHARLOTTE 

CEOS 

Contact : 


Approved  By 
Drafted  By: 
Case  ID  # 


C.jLSi3Tr77D  BV  f ■■■ - 

REASON : 1.4  iCi 
DECLASSIFY  Ot-f:  12- 31-20 JV 
DATE:  06-27-2016 


ALL  INTOR5>LAT  IDl-1  i:.:' i T .L  . 
HEREIN  IS  UNCLASSITi:-:;: 
WHERE  SHCMH  OTHERWISE 


psoclss^iy^^sr  (SENSITIVE  INVESTIGATIVE  MATTER) 

S) 


SENSITIVE  INVESTIGATIVE  MATTER 


Synopsis-: Request  opening  of  Sub  ESOC. 


1.4(b),  (c^ 

Derived^ 

NSISC-^ 

lassify  On:  2037t 


b7C 

b7E 


Details : 

1 requests  opening  of  subfile  "ESOC"  to  hou.se  el  1 

investigative  documents,  analysis,  and  leads  pertaining  to 
which  are  generated  by  the  Enterprise  Security  Operations  Center.  As  b7C 

Case  Manager,  Sr|  [has  listed  Ia|  | Insider  b7E 

Threat  Unit,  to  be  a Case  Participant  on  this  subfile.  17^  ~|will 
facilitate  all  communication  and  information  exchange  between  ESOC  and 
FBI  Charlotte. 


b3 

b6 


♦ ♦ 


PETRAEUS-1603 


SE^EC/-/l'IUgSB5l. 

Title:  (U)  Subfile  Opening  Document 

S'f  Re  : I ^SOC,  11/30/2012 


bl 

b3 

b7E 


~l  I I I I I III  I I II  |~L 
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PETRAEUS-1604 


FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communication 


Date:  12/04/2012 

ClASSiriED  MS  ICC  CtiiMiBll 

SEMOKr:  1.4  {C} 

DMIL&SSIFY  OM:  12-31-2037 
nJiTEr  Ofi-2?-20ie 

ALL  iinfOiWi.TiaM  awmi 
HIEIIII  IS  UWCLAS3I.rr.S)-: 
KHEKE  SHOWN  OTHEKi.^ISE 


Contact : 
Approved  By : A/UC 


Drafted  By: 
Case  ID  #: 


£1  (SENSITIVE  INVESTIGATIVE  MATTER) 

IS) 


SENSITIVE  INVESTIGATIVE  MATTER 


bl 

b3 

b6 

b7C 

b7E 


bl 

b3 

b6 

b7C 

b7E 


■fU) Synopsis-: Provide  FBI  CE  with  results  of  ESOC  analysis. 


Package  Copy: 


Details : 


Enclosed  with  this  coinmunication  isj [which  provides  FBI  CE  with 

results  of  ESOC  analysis  of  emails  relevant  to  captioned  matter. 


b7E 


♦ ♦ 


PETRAEUS-1605 


FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communication 


Approved  By:  UC| 
Drafted  By 
Case  ID  #: 


SOC  (SENSITIVE  INVESTIGATIVE  MATTER) 

(i) 


Synopsis : 


SENSITIVE  INVESTIGATIVE  MATTER 
Provides  FBI  CE  with  ESOC  analysis. 


Package  Copy : 

captioned  matter. 


Jcontaining  ESOC  analysis  pertaining  to 


b7C 

b7E 


b7C 

b7E 


Details : 

|is  providing|  [containing  ESOC  information  pertaining  to 

captioned  matter. 


♦ ♦ 


PETRAEUS-1606 


FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communication 


Title; 


ZIASSIFIED  BY:  MSICC 


Approved  By 


:ensitive  investigative  matter) 


Synopsis.: submit j"  |to  file. 


sson:  1.4(b),  (c). 


Declassify  On:  20380 


Enclosure (s) : Enclosed  are  the  following  items: 


As  perj |ES0C  serials  2 and  3,  FBIHq porwar 

Charlor^  Iconrarning  ESOC  analysis  of  captioned  subject, 

purpose  of  this  EC  is  to  submil|~  | to  the  case  file  as  lA 

packages . 
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FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communication 


Title:  (U)  Sub-file  Opening  Document  Date:  12/17/2012 

CLASSIFIED  BY:  I-iS.T:--  - 7 ■■ 


I 1 jgj  b6 

Case  ID  #:  I kc  | 

Sensitive  Investigative  Matter 


Synopsis:  (U)  Open  sub-file  for  captioned  matter. 

1.4(b), 

Derived^ 

NSISC;:^Oe^61^ 

I^sify  On:  20371^ 


Details : 

(U)  Request  to  open  sub  BC  to  file  background  and  open  source  checks 
associated  with  the  captioned  matter. 


♦ ♦ 


PETRAEUS-1158 


FEDERAL  BUREAU  OF  INVESTIGATION 
FOI/PA 

DELETED  PAGE  INFORMATION  SHEET 
Civil  Action#  16-cv-00514 
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FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communication 


Title:  (U)  Sub-file  Opening  Document 


12/17/2012 


From:  CHARLOTTE 


Synopsis:  (U)  Open  sub-file  for  captioned  matter. 


.§pn:  1.4(b),  (c)^ 

Derived^ 
NSISC-^2A&«tJ61^ 

lassify  On:  20371^ 


Details : 

(U)  Request  to  open  sub-file  CART  to  house  all  analyses  and  reports 
generated  by  FBI  CART  Examiners. 


♦ ♦ 


PETRAEUS-1111 


FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communication 


Title:  (U)  Sub-file  Opening  Document 


Date:  12/17/2012 


From: 


CHARLOTTE 

CEOS 


Contact : 


CLASSiriEE  SV  nE 
REASGH  : 1 . (C  > 
□EC Fv  or; . i;- 
-DATE:  06-16-2016 


Approved  By: 


Drafted  By: 


ALU  INFaRiiATIOl'I  CCl-iT.MKE  ■■ 
HEREIN  IS  UM;  LAS  SHIED  E;..'.:.' 
WHERE  3HC3WN  OTHERWISE 


(SI 


Sensitive  Investigative  Matter 


b7C 

b7E 


Synopsis:  (U)  Open  sub-file  for  captioned  matter. 


1.4(b),  (c)^ 

Deri  ve^''Fc$m 
NSISC-^ 

la^fy  On:  2037't; 


Details : 

(U)  Request  to  open  sub-file  CE  to  file  all  case  expenditure  related 
matters . 
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FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communication 


Title:  (U)  Sub-file  Opening  Document 


Date:  12/17/2012 


From:  CHARLOTTE 

CEOS 


Contact : 

Approved  By: 
Drafted  By: 

Case  ID  #:  I 


3dissem|_ 


Sensitive 


ciASSiriSD  BY-  r.  - 

REASGH:  I.- 

ce:' .L : ow  : ' - 

"Iy.TE:  □6-16-20  is 


ALL  INnaRllATICl-)  Jl . - 
HEREIN  IS  UNCLASain.Er  .l.-.-i- 
HHERE  SHCRuH  DTHERIVISE 


^(S) 

Investigative  Matter 


bl 

b3 

b6 

b7C 

b7E 


Synopsis:  (U)  Open  sub-file  for  captioned  matter. 


1.4(b),  (c)  ^ 

Deri  ve^''Fi:pm : ^ 
NSISC-2^ 

arassify  On:  2037!t; 


Details : 

(U)  Request  to  open  sub  DISSEM  to  house  disseminations  to  all 
Agencies/Departments  external  to  FBI. 
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FD-1057  (Rev.  5-8-10) 


FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communication 


Title:  (U)  Sub-file  Opening  Document 


Date:  05/15/2013 


From: 


CHARLOTTE 

CE05 


Contact : 


CLASS  IF  ISD  BY:  KS.!;:;:  ' - 

REASON:  1.4  (C) 

DECLASSIFY  GH  : 1.2- :;i;i -2a a 
DATE:  06-16-2016 


Approved  By 


ALU  iNEORiiATiOM  cnnA.:; 
HEREIN  IS  miCLASSiriEL 
WHERE  SHCVJH  OTHERWISE 


Drafted  By^ 
Case  ID  # 


-IS) 


Sensitive  Investigative  Matter 


b6 

b7C 


Synopsis:  (U)  Open  sub-file  for  captioned  matter. 


■on:  1.4(b),  (<^ 

Derived^ 
NSISC-^g£L0^61^ 

Xassify  On:  20371^ 


Details : 

Request  to  open  sub  EMAIL  to  house  all  emails  sent  to 
Sentinel  via  the  Record  Marking  Tool  during  the  course  of  the  captioned 
investigation. 


♦ ♦ 


PETRAEUS-1197 


CLASsii  ;.i  i;  :v.  ■ ■■ 


i-r£Ri;:::v;  . v ■ . ■ ■ ib3 


SentinelCaseld: 

SentToSentinel: 


I Fmail  IS) 

8/12/2013  12:56:56  PM 


Classification:  “iTniTnTp-/ / i>ii 

: J22J32P81_— — — 

D e r i V e d FromTcE&JcdJSTSC^O  0 9 0 6 1 5 
DefilsesitfiT'CnT  2 0 3 8123Tr~~— 

Sent  for  Approval  for  RECORD//Sentinel  Case 


hQ 


rhanks  again  for  your  help!  And  yes| phouid  have  access  to  the  case.  Let  me  know  if  she 

^as  any  issues^  but  she  is  listed  as  a case  participant. 


From  4 

Sent:  Friday,  August  09,  2013  11:52  AM 

To:| 

Cc: 

Subject:  bvidence  --- i>bCfe+7W™SL 


Classification:  ~|  I I I . . I |i  M i uTT 

Cira©scL£i^  By:  C61W77B2^^_-^ — 
De  r i vedTrSrin—gBI-^^NSTTSt^ 
Declassi-fy-nCnl  2oT8T23i: — 


When  time  permits,  can  you  please  check  th^  ^se  file  in  Sentinel  to  see  i4  lA/FO 

Evidence  Tech,  has  access  to  your  case  (sub)file  so  she  can  see  the  IB  items  and  cover  the  lead  so  we 
can  send  those]  |to  you?  If  you  need  to  call  me,  hit  me  on  my  Blackberry,  I am  at  WFO  this 


: j£S55>?77^©?eR^ 


Classification 


PETRAEUS-1198 


FD-1036  (Rev.  10-16-2009) 


FEDERAL  BUREAU  OF  INVESTIGATION 

Import  Form 


Form  Type:  EMAIL 


Date:  08/12/2013 


■U)  Title:  RE:  Evidence 


Approved  By: 
Drafted  By: 


Case  ID 


#: 


EMAIL 


ClASSiriED  MS  ICC  CtiiMiBll 
BEMOKr:  1.4  {C) 

DECLASSIFY  ON:  12-31-2038 
DJiTlT  0fi-16-20ie 


bl 

ALL  INKKMSTIM  CCMTailSD 
HESIIN  IS  IWCIASSIl'IED:  150Cl.Pf^® 

IfflEEE  SHMM  OTHERWISE  5=7C 

b7E 


I J ISI 

Sensitive  Investigative  Matter 


lU)  Synopsis : RE  : Evidence 


♦ ♦ 


PETRAEUS-1199 


Classification:  ®EIC?e©SS^IEI2I 

Sent  for  Approval  for  RECORD//Sentinel  Casef 


email 


PETRAEUS-1203 


Classification:  HEECE^e&S^^IEII 


Classification:  nHn:^E&S#ElED 


I will  forward  the  tracking  numbers  t*]  ^nd  assign  the  lead. 

□ 


PETRAEUS-1204 


;a;r  taking  care  of  this  so  quickiy! 


PETRAEUS-i: 


You  should  see  a lead  in  Sentinei  regarding  the  return  of  evidence  t j ~|f\s  perp  {;maii  ;S  i 

below,  could  you  please  just  confirm  receipt  of  the  2 boxes  frorj|  [snce  they  arrive?  1 will  then 
have  our  AtfSA  reach  out  tcp~~~]attorney  to  call  you  ard  arrange  pickup.  If  you  want  to  delegate  this  to 
someone  on  the  squad,  please  just  let  me  know  who  that  is. 


bl 

b3 

b6 

b7C 

b7E 


E 


Is  represented  bv[ 


[ihe  attorneys  arj 

Jlhey  will  be  provided  your  (or  your  designee's)  number  and  the  address  of  WTO  to  call  and 


arrange  a time  to  come  pick  up  the  evidence. 


Thanks  again  for  your  continued  support  - we  really  appreciate  it. 


Have  a great  weekend. 


b6 

b7C 


Fromj 

Sent:  Thursday.  August  Q8.  2Q13  8:39  AM 


Classification:  UNCLASSIFIED 


Good  Morning  Gentlemen,  due  to  the  nature  of  this  case.  I am  going  to  charge  out  evidence  being 
returned  to  owner  tj  | There  are  two  boxes.  They  will  be  addressed  directly  to|  ~| 

I [when  you  get  these  items  please  sign  the  chains.  When  you  return  the  items  to  owner/attorney 
please  sign  the  chains  again  as  relinquished  by.  Lastly,  ensure  you  complete  a FD  597  Receipt. 

I will  need  you  to  return  the  signed  chain  of  custodies  for  all  the  evidence  (16)  and  a copy  of  the  FD  597 
to  CE,  Evidence.  I will  then  dispose  of  the  items  in  Sentinel  and  file  paperwork. 

hese  two  box  will  be  going  out  in  today's  maij  [should  arrive  at  WF  ATTn|  | 

^NLT  Monday,  12  August  2013. 


bl 

b3 

b6 

b7C 

b7E 


PETRAEUS-1206 


Have  a great  day. 


b6 


Evidence  Control  Technician 
Charlotte,  HQ 


Classification: 


Classification: 


Classification:  0K!2EiS:&S=i£IED 


Classification:  UNSE&SeiElfp 


Classification: 


Classification: 


Classification: 


Classification: 


PETRAEUS-1207 


FD-1036  (Rev.  10-16-2009) 


FEDERAL  BUREAU  OF  INVESTIGATION 

Import  Form 


Form  Type:  EMAIL  Date:  08/12/2013 


Synopsis:  jXj  RE: 


iff) 


♦ ♦ 


PETRAEUS-1208 


CLASS.!/ 

REASai,  1.-.  <C' 

DEC 

DATE.  se-_;- 


To: 

Cc: 

Subject: 

SentinelCaseld: 

SentToSentinel: 


RE:  Interview  Notes  for  Petraeus  — III3efeAS§tSED//FOUO 


|eMAIL 

7/29/2013  6:00:20  PM  ' 


ALL  I'.L-'.J-  ■.  ■■■'  ■ . -.V. 

HERS  III  IS  ■ !' 

WHERE  ssa>.«-i  :.J ' .. 


bl 

b3 

b6 

b7C 

b7E 


Classification: 

Sent  for  Approval  for  RECORD//Sentinel  Casel 


pMAiL  .gj 


Just  got  in  froETi  lusich  and  they  were  here.  Thank  you! 


From! 
SeptJ 
To 
Cc 
Su 


bject:  RE:  Interview  Notes  for  Petraeus  - 


bl 

b3 

b6 

b7C 

b7E 


Classification: 


Yep,  both  1-As  were 


last  week,  you  should  have  by  now.  If  not,  please  advise... 


Thanks, 


Tampa  Cyber 


From: j 

T- — - 

Subject:  RE:  Interview  Notes  for  Petraeus  — LyiP3!5SaEIED//FpHQj 


Classification 


TRANSITORY  RECORD 


ThanksP  ] 

1 saw  the  two  lA  envelopes  have  been  added  to  Sentinel  Can  you  please 
were  shown  during  the  interview  (they  don't  appear  to  have  been  scanned). 


Lhe  documents  that 


Thanks  again  for  all  of  your  help. 


b6 

b7C 

b7E 


b6 

b7C 


b6 

b7C 

b7E 


PETRAEUS-1235 


From:|  | 

Sent:  Thursday,  July  25,  2013  1:21  PM 

Tol 

Cc 

Subject:  Interview  Notes  for  Petraeus  — iJBCfeft5SiElED//E@HCr 

Classification: 

TRANSITORY  RECORD 

Attached  are  the  scanned  interview  notes  for  the  Petraeus  interview.  The  originals  are  en-route  via  bu- 
mail.  Let  me  know  if  you  have  any  questions. 

Thanks, 

I 

Tampa  Cyber 

Classification:  UHZ;:EASS=i53IEc//'B38«l^ 

Classification: 

Classification: 

Classification:  IIHC£;A6S#ierEai/ 


3ESe£!IL 


PETRAEUS-1236 


FEDERAL  BUREAU  OF  INVESTIGATION 

Import  Form 


Form  Type:  EMAIL 


Date:  10/18/2013 

CLASSIFIED  BV:  HSICC-  C ' .■■■.■.■ 


b7C 

b7E 


lUI Synopsis: 


1 


4 


Enclosure (s) : Enclosed  are  the  following  items: 
■|0| 1-. part4.pdf 


,spi^  1.4(b)  , (c)  , 

Derived^ 
NSISC-2SlD9l5fl5^ 

lass^ify  On:  25Xl-hxa 


♦ ♦ 


PETRAEUS-1399 


Subject: 


SentinelCaseld: 

SentToSentinel: 


Hey 


IMAIL 


IS] 


10/21/2013  2:16:16  PM 

Classification: 

Sent  for  Approval  for  RECORD//Sentinel  CaseT 


EMAIL  i|S) 


b7C 

b7E 


How  are  you  doing?  I hope  all  is  well!  We  miss  you  and  the  gang  down  here  in  Charlotte.  I have  a quick 

favor  to  ask.  We  are  trying  to  find  1 1 don't  have  any  pedigree  information  on 

him,  but  while  he  was  a Captain  in  the  Army,  he  was  the  Commander  of| | 

'e  also  know  he  is  originally  from|  Iwould  this  be  enough  for  you  to  track 


him  down  in  the] [system?  We're  trying  to  get  his  pedigree  information,  and  when  we  get  that  I will 

forward  on  to  you.  Thanks  so  much  for  you  help! 


b7C 

b7E 


Classification: 


PETRAEUS-1400 


FEDERAL  BUREAU  OF  INVESTIGATION 

Import  Form 


PETRAEUS-1401 


I I 

Subject:  RE:  Hey  — UlSlEGS?SSfflED 

SentinelCaseld:  | ^MAIL  (S) 

SentToSentinel:  10/21/2013  2:18:59  PM 

Classification: 

Sent  for  Approval  for  RECORD//Sentinel  Case^ 
Middle  initia  □ 


IJemail  (S) 


b7C 

b7E 


Sent:  Monday.  October  21.  2013  10:16  AM 

To:|  I 

Subject:  Hey  — 


Classification:  ®[nE?s&9SKCEE] 


Sent  for  Approval  for  RECORD/ /Sentinel  Case 


-IS] 


[ 


How  are  you  doing?  I hope  all  is  vyell!  We  miss  vou  and  the  gang  down  here  in  Charlotte.  I have  a quick 

_|l  don't  have  any  pedigree  information  on 


favor  to  ask.  We  are  trying  to  fin( 


T. 


him,  but  while  he  was  a Captain  in  the  Army,  he  was  the  Commander  of^ 

I |we  also  know  he  is  originally  from|  |Would  this  be  enough  for  you  to  track 

him  down  in  the|  [system?  We're  trying  to  get  his  pedigree  information,  and  when  we  get  that  I will 
forward  on  to  you.  Thanks  so  much  for  you  help! 


b7C 

b7E 


Classification: 


Classification: 


PETRAEUS-1402 


FD-1036  (Rev.  10-16-2009) 


DNe&ftSSiEiEp 

FEDERAL  BUREAU  OF  INVESTIGATION 

Import  Form 


Form  Type:  EMAIL 


Date:  10/21/2013 


Title: (U)  RE:  Hey 


Approved  By 


Drafted  By: 


Case  ID  #: 


]MAia 


CLASS  IFIID  BF:  MS  ICG  CfiiWiiBll 
HEASOM:  1,.,4  tO 
DECLASSIFY  QM:  12-31-203S 
DATE:  □6-l€:-2016 

ALL  IMiC»IiaTI01-i  I'O?':': 
msiiM  IS  uwcLASSiiiEr; 
MHHKE  SHOWKr  aTHERyis.?; 


iS) 


Sensitive  Investigative  Matter 


bl 

b3 

b6 

b7C 

b7E 


Synopsis : 


(U)  RE:  Hey 


♦ ♦ 


iSSBessiF^lED 


PETRAEUS-1403 


To: 

Subject: 


RE:  Hey  — QHaASSiaED; 


SentinelCaseld:  | "J/IAIL  |S) 

SentToSentinel:  10/21/2013  3:14:31  PM 


CL&ssi.-  ::i. 
KEA30M  . ..  ‘:- 
DECLA:!:;;-;.-.-  ' 

DATE:  a ft -It". 


bl 

b3 

b6 

b7C 

b7E 


Classification: 


Sent  for  Approval  for  RECORD//Sentinel  Case 


Thank  you!  Very  helpful. 


EMAIL 


;Si 


bl 

b3 

b7E 


FromI  I 

Sent:  Mpnclgy,  October  21,  2Q13  IQ: 5$  AM 

Subject:  RE:  Hey  — UNGE^SSffEa 


Classification:  UE[i::E?s&&i^5Err 


Sent  for  Approval  for  RECORD/ /Sentinel  Casej 

1 b6 

I b7C 

Sent  you  an  email  on  UNET iet  me  know  if  you  have  any  trouble  opening  the  altachemerit b7E 


b6 

b7C 


|email |:i) 


Fromf 


Ser 

t:  Mondav.  October  21.  2013  10:16  AM 

To: 

Sut 

)ject:  Hey  — OEICfeASSfFIED 

b6 

b7C 


Classification 
Sent  for  Approval  for  RECORD//Sentinel  Case 


bl 

b3 

b6 

b7C 

b7E 


PETRAEUS-1404 


How  are  you  doing?  I hope  all  is  well!  We  miss  you  and  the  gang  down  here  in  Charlotte.  I have  a quick 
favor  to  ask.  We  are  trying  to  fine)  | I don't  have  any  pedigree  information  on 

him,  but  while  he  was  a Captain  in  the  Army,  he  was  the  Commander  oj  | j^g 

I Iwe  also  know  he  is  originally  frorri  Iwould  this  be  enough  for  you  to  track 

him  down  in  thj  (system?  We're  trying  to  get  his  pedigree  information,  and  when  we  get  that  I will  b7E 

forward  on  to  you.  Thanks  so  much  for  you  help! 

fZZl 

Classification:  uHCEffiSSSiXED 


Classification: 


Classification: 


PETRAEUS-1405 


FD-1036  (Rev.  10-16-2009) 


imgSssstfSdII 

FEDERAL  BUREAU  OF  INVESTIGATION 

Import  Form 


Form  Type:  EMAIL 


Date:  10/21/2013 


Title: (U)  RE:  Hey 


Approved  By 


Drafted  By: 


Case  ID  #: 


]MAIlJ 


CLASSIFIED  BV:  N3ICG 
REASON : 1.4  ^C, 
OICIASSIFY  ON:  12- 31-20;: 
DATE:  06-20-2016 


ALL  INFOPliA-TIC  ! '.J  '.'  - 

HEREIN  IS  UHCUASSirTRt: 
WHERE  SHOWN  OTHERWISE 


(SI 


bl 

b3 

b6 

ib7C 

b7E 


Sensitive  Investigative  Matter 


Synopsis:  (U)  RE:  Hey 


♦ ♦ 


> ^ t 'l^  I I _ 


PETRAEUS-1406 


CL,’:vv;-  I • 

KELi^TO:-.  -•.  ■:'. 

BilCLA  ■■■■ 

CATE  -J-'i 


Classification: 

= = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = ==1  bl 

Sent  for  Approval  for  RECORD//Sentinel  Case  EMAIL  b3 


Classification: 


Classification:  LHCE^&S=f53lED 


PETRAEUS-1407 


Classification:  UNnEi:&S^S4£lED^ 


Sent  for  Approval  for  RECORD//Sentinel  Case 


n 


\ need  you  to  send  ne  a copy  of  fhe  EC  unrestricfed.  i cannot  see  it. 


|-EMAI--L (|J 


FromI  I 

Sent:  Thursday,  November  14,  2013  1:27  PM 

Toil  / I 

Subject:  Transfer  of  EvidencI 


J- uSeE^SSlffEDl  (S) 


bl 

b3 

b6 

b7C 

b7E 


Classification:  UHSfiA&SiEIED 

Sent  for  Approval  for  RECORD//Sentinel  Cas< 


IS) 


bl 

b3 

b7E 


Hope  all  is  well  on  the  second  floor! 


Ineed  to  have[  [transferred  to  WFO.  Once  it  gets  to  evidence  there,  I will 

have  the  agent  I'm  working  with  pick  it  up  and  return  it.  What  do  I need  to  do  to  get  this  process 
started? 


bl 

b3 

b6 

b7C 

b7E 


Thanks  for  your  help! 


Classification: 


Classification: 


Classification: 


Classification: 


Classification:  I!HEEA80SFIEEI 


PETRAEUS-1408 


FD-1036  (Rev.  10-16-2009) 


FEDERAL  BUREAU  OF  INVESTIGATION 

Import  Form 


Form  Type:  EMAIL 


Date:  11/20/2013 


Title : RE:  Transfer  of  Evidenc 


1S) 


Approved  By:  SSA 


Drafted  By: 


CLASS  IFIEE  3Y:  MS  ICC-  CM  :■ 
REASON;  1.4  {C) 

DECLASSIFi'  ON:  12-31-2038 
DATE:;:  Q6-2D-.2Q16 


Case  ID 


#: 


]MAIL 


(SI 


Sensitive  Investigative  Matter 


Synopsis : 


0^  RE: 


Transfer  of  Evidence 


(S) 


bl 

b3 

b6 

b7C 

b7E 


♦ ♦ 


ALL  INHOEMATIOM  CXKtAliED^ 
HEREIN  IS  UMCLASSiIFIEO  I»Cl.rr' 
WHERE  SHOWN  OTKSIIIfXSE 


PETRAEUS-1409 


PETRAEUS-1410 


Classification: 


Sent  for  Approval  for  RECORD//Sentinel  Case 


Hello,  your  item  will  be  shipped  out  to  WF  today  vi; 


EMAIL {S) 


bl 

b3 

b6 

b7C 

b7E 


From] 

Sent-  ^rl^a^r  iMn\rpmnpr  i ^ 1 1 -Ca: 

To=l  r- 

Subject:  Kt:  i ransrer  or  bviaencel 


] — a5P2ftS§iEiE5  IS) 


Classification:  ONCJiASSiex^ 

Sent  for  Approval  for  RECORD//Sentinel  Case|  [email  jS) 


Tried  to  send  you  the  £C,  but  it  won't  let  rne.  Just  added  you  as  a case  participant,  so  hopefully  it  will  get 
approved  shortly.  Thanks! 


bl 

b3 

b6 

b7C 

b7E 


FromI 

Sent:  Friday,  November  15,  2013  9:36  AM 

To:  I 

Subject:  RE:  Transfer  or  Evidence 


L 


j--  tii3GBi6s?HEa  IS) 


Classification: 

Sent  for  Approval  for  RECORD//Sentinel  Casef 


-IS) 


□ 


need  you  to  send  me  a copy  of  the  EC  unrestricted,  i cannot  see  it. 


b7C 

b7E 


From|  P 

Sept:  I hursdav.  November  14.  2Uld  1:2/  m 

SuDject:  Transfer  of  Evidencel 


IS) 


Classification:  uHnCA&gSElEp 

Sent  for  Approval  for  RECORD//Sentinel  Case] 

Hope  all  is  well  on  the  second  floor! 


bl 

1 b3 

Jemail  b6 

b7C 

b7E 


PETRAEUS-1411 


have  the  agem 
started? 


transferred  to  WFO.  Once  it  gets  to  evidence  there,  I will 
I return  it.  What  do  I need  to  do  to  get  this  process 


Thanks  for  your  help! 


bl 

b3 

b6 

b7C 

b7E 


Classification:  UE[CiE?E&S=iSIEB 


Classification: 


Classification: 


Classification: 


Classification: 


Classification:  UNCEJe&SCEI^ 


Classification: 


PETRAEUS-1412 


FD-1036  (Rev.  10-16-2009) 


Hhcss^sssfiee: 

FEDERAL  BUREAU  OF  INVESTIGATION 

Import  Form 


Form  Type:  EMAIL 

Title:  RE:  Transfer  of  Evidence 

Approved  By:  SSa| 

Drafted  By: 


Date:  11/20/2013 


CLASSiv ; ■ i.. 
BE&SOl'T : 1 . -i  vC 
1^)  DECLASSIFY  C:.: 


DATE:  05-20-2016 


ID  #: 


EMAIL 


ALL  FKFZFO.A-TDK  iTFliV  ■ ’ 

HEREIN  IS  TJHCLiSSIFlZ:.  - 
WHERE  SHOWN  OTnERWIBE 


b7C 

b7E 


(S) 


Sensitrve  Investigative  Matter 
Synopsis:  RE:  Transfer  of  Evidence  | 


IS) 


♦♦ 


PETRAEUS-1413 


CLAs:;.T..  ■ 
RE.;iacLi  1 

DATE:  06 - 


To: 

Subject: 


SentinelCaseld: 

SentToSentinel: 


RE:  Transfer  of  Evidence 


tMAIL 

11/15/2013  1:06:35  PM 


T-- DBEbSeSiiaEg  (S) 


ALL  ■ -■ 

hsfleim 


bl 

b3 

b6 

bVC 

:.-ib7E 


Classification: 


Sent  for  Approval  for  RECORD//Sentinel  Case 


Thanks  BFI  Hi  get  that  EC  written  up  today.  Hopefully  it  wi!i  get  approved  shortjyl 


EMAIL  jsj 


FromJ~ 

Sent;  Friday.  November  15.  2Q13  7:55  am 

To|  ^1 

Subject:  RE:  Transfer  of  Evidend 


1- 


uBeb^ssieied 


bl 

b3 

b6 

b7C 

b7E 


Classification: 

Sent  for  Approval  for  RECORD/ /Sentinel  CaseJ”  Imail jgj 

Good  Morning  BF|  l>ou  have  to  do  an  EC  requesting  that  the  item  be  sent  to  WFO.  I can  not  send 
anything  out  of  office  without  EC  approval. 


From:|  | 

Sejit:  inursdav.  iNovemoer  |:i7TFI 

Subject:  Transfer  of  Evidence!  j- UNCLASSIFIED  (S) 


bl 

b3 

b6 

b7C 

b7E 


Classification: 


Sent  for  Approval  for  RECORD//Sentinel  Case 

Hey|  I 


Jemail-|'sj 


Hope  all  is  well  on  the  second  floor! 


I need  to  havq  (transferred  to  WFO.  Once  it  gets  to  evidence  there,  I will 

have  the  agent  I'm  working  with  pick  it  up  and  return  it.  What  do  I need  to  do  to  get  this  process 
started? 


bl 

b3 

b6 

b7C 

b7E 


Thanks  for  your  help! 


PETRAEUS-1417 


FD-1036  (Rev.  10-16-2009) 


^^PSSSSSEIED 


FEDERAL  BUREAU  OF  INVESTIGATION 


Import  Form 


Form  Type:  EMAIL 


Date:  12/09/2013 


Approved 


Transfer  of  Evidence 


IS) 


CLASSIFIED  3Y:  ITSICC-  O'.  . 
REASON:  1.4  {O 
DECLASSIFY  ON:  12-31-2038 
DATE:  06-20-2016 


iS) 


Sensitive  Investigative  Matter 


Synopsis:  RE:  Transfer  of  Evidence 


IS) 


b7C 

b7E 


ALL  INEDR-HLAT IGN  CCliT.^.r. . 
HEREIN  IS  UNCLASSIFIED  “DJ- 
WHERE  SHCMtJ  OTHERWISE 


♦ ♦ 


pHCisASSiEIlD; 


PETRAEUS-1418 


Subject: 


Access 


b7C 

b7E 


PETRAEUS-1419 


PETRAEUS-1420 


FEDERAL  BUREAU  OF  INVESTIGATION 

Import  Form 


Form  Type:  EMAIL 


Date:  12/09/2013 


.y,  Access 


Approved  By 
Drafted  By: 
Case  ID  #:  [ 


|email| 

Sensitive 


ClASSiriEC  EV:  !;SrC.'-  : 

REASON:  1.4  CCS 
DECLASSIFY  Qll  : 12-:51-203G 
DATE,:  06-20-2016 

AUL  IMFGFiATIOl-:  Cr.',". 
HEREIN  IS  TJHCL;vSSII.1;' 
WHERE  SHOS-ai  OTHERWi::; 


|,.-(S) 

Investigative  Matter 


bl 

b3 

b6 

b7C 

b7E 


Synopsis.:  Access 


.§on:  1.4(b),  (c) 

Derived^ 
NSISC;;^D©5ft561^ 

lassify  On:  25Xl-hTS 


♦ ♦ 


PETRAEUS-1421 


To: 

Subject: 

SentinelCaseld: 

SentToSentinel: 


RE:  Transfer  of  Evidencej 

ISt 

TT7T577DTT7!2rg^3  PM  * ' 


CLASsirr.T^-  ■ 
reasq:-!  1 . ■ i 

EECLASS:..-?. 

DATE;  06-:>0-  - 3 ; 


Classification: 


Sent  for  Approval  for  RECORD//Sentinel  Case 


EMAIL  (S) 


Tried  to  send  you  the  EC,  but  it  won't  let  me.  Just  added  you  as  a case  participant,  so  hopefully  it  will  get 
approved  shortly.  Thanks' 


bl 

b3 

b6 

b7C 

b7E 


bl 

b3 

b6 

b7C 

b7E 


From; 

Sent:  1-riaav,  November  is.  ,zui3  y;. 

T°l  ^—1 

Subject:  RE:  Transfer  of  Evidence 


:3b  aL 


(S) 


Classification: 

Sent  for  Approval  for  RECORD/ /Sentinel  Cas3 


I |i  need  you  to  send  me  a copy  of  the  EC  unrestricted.  1 cannot  see  it. 


From| 

Sent:  Thursday.  November  14.  201^  I:! 


27  PM 


Subject:  Transfer  of  Evidenc^ 


> 


IS) 


Classification:  OEECEAftS-i^XEII 

Sent  for  Approval  for  RECORD//Sentinel  Casej^ 

He\|^ 


] 


Hope  all  is  well  on  the  second  floor! 


-!S) 


IS) 


iransferred  to  WFO.  Once  it  gets  to  evidence  there,  I will 


have  the  agent  I'm  working  with  pick  it  up  and  return  it.  What  do  I need  to  do  to  get  this  process 
started? 


b7C 

b7E 


b7C 

b7E 


Thanks  for  your  help! 

I 

Classification:  UN2EA&S=ISIED 


PETRAEUS-1422 


FD-1036  (Rev.  10-16-2009) 


FEDERAL  BUREAU  OF  INVESTIGATION 

Import  Form 


Form  Type:  EMAIL 


12/09/2013 

riEC  B V 
' I F£A3Cl-l  : 1 . : ■ 

DECLASSIfY  nii  v; 

DATS:  06 -20-20.;.  6 


A.LL  IWFDRlATia: 

HEREIN  IS  UN^:L^S3:^^.'■T:.■ 
WHERE  SHai-ai  err  HERriJ. 


(SI 


RE:  Transfer  of  Evidence! 


Sensitive  Investigative  Matter 

IS) 


b7C 

b7E 


♦ ♦ 


^CJigkSSiElED 


PETRAEUS-1423 


jBsessnr 


Subject: 


SentinelCaseld: 

SentToSentinel: 


File  Review 

IS) 


I |email 

12/20/2013  12:26:53  PM 


Classification : 


Sent  for  Approval  for  RECORD//Sentinel  Case|^ 
h|  [and  Merry  Christmas, 


We  hope  you  are  getting  some  well-deserved  time  off  to  spend  with  your  husband  over  the  holidays. 
We  continue  to  be  needy  here  in  Charlotte  and  would  like  to  ask  an  additional  favor. 


In  preparation 


forP 


~|  I dug  around  in  Sentinel  and  founcj 
1 1 looked  at  it  in  both  Sentinel  and  ACS  and  there  are  very  few  serials  which  are 
led  koul 


uploadecT  ^vould  like  to  review  this  file  as  the  FBI  and  DOJ's  actions  in  this  case  may  have  some 
relevance  to  our  current  case  agains]  | 


I Imay  travel  to  Washington  the  week  of  January  6“^  for  meetings  with  DOJ  and  friho  rniiiHwm 


please  have  this  closed  file  pulled  and  available  for  her  review  during  that  week?| 
I I I'm  guessing  the  whole  file  ij  [volumes. 


Thanks  so  much  for  your  help  and  have  great  holiday! 


Classification 


b7C 

b7E 


b7C 

b7E 


IS) 


IS) 


b7C 

b7E 


PETRAEUS-1426 


FEDERAL  BUREAU  OF  INVESTIGATION 
FOI/PA 

DELETED  PAGE  INFORMATION  SHEET 
Civil  Action#  16-cv-00514 

Total  Deleted  Page(s)  = 11 
Page  18  ~ b3;  b6;  b7C;  b7E; 

Page  37  ~ b3;  b7E; 

Page  42  ~ b3 ; b7E; 

Page  50  ~ b3;  b7E; 

Page  51  ~ b3;  b7E; 

Page  70  ~ OTHER  - seal; 

Page  71  ~ OTHER  - Sealed-  pursuant  to  United  States  Court  Order; 
Page  72  ~ OTHER  - seal; 

Page  73  ~ OTHER  - seal; 

Page  74  ~ OTHER  - seal; 

Page  75  ~ OTHER  - seal; 

XXXXXXXXXXXXXXXXXXXXXXXX 
X Deleted  Page(s)  X 

X No  Duplication  Fee  X 

X For  this  Page  X 

XXXXXXXXXXXXXXXXXXXXXXXX 


FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communication 


Title:  (U)  Sub-file  Opening  Document  Date:  12/17/2012 

CLASSIFISE  BY: 


From:  CHARLOTTE  bza~3K:  i.~  u: 


Sensitive  Investigative  Matter  b7C 

b7E 


Synopsis:  (U)  Open  sub-file  for  captioned  matter. 


1 . 4 (b)  , {c)j_ 

Derived^ 
NSISC-2iJj&9t56l5 

Xassify  On:  2037i^ 


Details : 

(U)  Request  to  open  sub  GJ  to  house  all  Grand  Jury-related  material 
such  as  subpoena  returns . 


♦ ♦ 


PETRAEUS-1453 


SECRET 


FEDERAL  BUREAU  OF  INVESTIGATION 

Date  of  entry  01/04/2013 

FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure  6(e) . 


This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  to  your  agency;  it  and  its  contents  are  not 

to  be  distributed  outside  your  agency.  PET  RA  E U S"  1 4 54 


FD-302  (Rev.  5-8-10) 


FEDERAL  BUREAU  OF  INVESTIGATION 

Date  of  entry  01/15/2013 


FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure  6(e) . 


In  compliance  with  Western  District  of  North  Carolina  Federal  Grand 


, Iprovided  records  related 

b3 

t\ 

n ' 1 1 

^The  response  by  was  provided 

b6 

b7C 

bv  FAX  on  01/11/2013  and  01/14/2013. 

The  1 base  number  for  this 

production  of  records  i^ 

-^1 

1 CLASSIFIED  BY;  MS  ICG  C€eW46Bll 

REASQM;  1.4  tC) 

DECLASSIFY  OH:  12-31-2038 

DATE;  □6-15-2016 

Alt  IMtORMATiaN  CCWTMNIO^ 
HREIN  IS  UHCHsSSiriEtt  iSCKIf' 
WHERE  SHOWW  OTHllilCIli: 


Charlotte,  North  Carolina,  United  States  (Fax) 


IS) 


Date  drafted  01/15/2013 


This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  1 
to  be  distributed  outside  your  agency. 


I your  agency;  it  and  its  contents  are  not 

PETRAEUS-1455 


Title: 


b3 

b7E 


FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communication 


(U)[ 


Response 


Date:  02/11/2013 


From: 


CHARLOTTE 

CEOS 


Contact 


CLASSIFISE  3Y:  E -n.;  r:  i;.:  C. : 
REASON:  1.4  {C! 
nECLASSIFY  ON:  12-31-203S 
□ATE,:  06-15-2016 


Approved  By: 
Drafted  By: 


ALL  INFOaiATICl-1  LOir- 
HEREIN  IS  UNCLASS ITIEl:  AC 
WHERE  SHOWI4  OTHERWISE 


Case  ID 


#: 


J 

sensitive  investigative 

b6 

b7C 


FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure 
6(e)  . 


Enclosure (s) : Enclosed  are  the  following  items : 
1.  (U)  I I Response 


On  2/11/2013.  Sli 


I received  the  enclosed  documents  from 

]ln  response  to  Grand  Jury  Subpoena [ 


the  Western  District  of  North  Carolina, Q 


]issued  out  of 

]advised  they  were 


unable  to  locate  records  for  the  designated  person. 


b3 

b7E 


b3 

b7E 


b3 

b6 

b7C 

b7E 


PETRAEUS-1456 


I I III'  I I'lli  ilii  il  IL 


bl 

b3 

b7E 


PETRAEUS-1457 


PETRAEUS-1458 


ZSi^i/^TiiorcirlZ' 


bi 

b3 

b7E 


PETRAEUS-1459 


FD-302  (Rev.  5-8-10) 


- 1 of  1 - 


FEDERAL  BUREAU  OF  INVESTIGATION 


Date  of  entry  02/07/2013 


FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure  6(e) . 


In  compliance  with  Western  District  of  North  Carolina  Federal  Grand 
Jury  Subpoena  number | | provided  records 
related  tc| 

The  response  by)  | was  provided  | | on  02/04/2013.  The' 
~|case  number  for  this  production  of  records  is| 


Ct&SSlI'IEO  BY:  MS  ICG  CfifiW46Bll 
REASOM:  1,.,4  tO 
DECLASSIFY  ON:  12-31-2038 
DATE:  □6-15-2016 

ALL  IMFQBilATiaN  CQMT AIMED 
HEREIN  IS  UMClASSltllD  EJOCIPT 
WHERE  SaDMNi'  OTilBiiiflll 


Investigation  on 

02/04/2013  at 

Charlotte,  North  Carolint 

i.  United  States  (Email) 

File 

Lji 

Datedrafted  02/07/2013 

by 

This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  1 
to  be  distributed  outside  your  agency. 


I your  agency;  it  and  its  contents  are  not 

PETRAEUS-1460 


FD-302  (Rev.  5-8-10) 

FEDERAL  BUREAU  OF  INVESTIGATION 

Date  of  entry  02/12/2013 

FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure  6(e) . 


These  records  will  be  maintained  in  the  lA  section  of  the  file. 

CLASSIFIED  BY:  NS ICG  C6eW46Bll 
REASON:  1.4  (C) 

DECLASSIFY  ON,:,  12-31-2:038 
DATE,:,  06-1.5-2 Dlfi 

ALL  INFQRMATION  OONTAIHED 
HEKSIM  IS  WClASaiiriEO  IBffil.PT 
WHERE  SHOWN  iOTHElinaiE 


FD-302  (Rev.  5-8-10) 


- 1 of  1 - \ 

V 

FEDERAL  BUREAU  OF  INVESTIGATION 


Date  of  entry  02/19/2013 


FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure  6(e) . 


On  February  19,  2013,  writer  received  a Fed  Ex  box  fromf 
I Subpoena  Suinmons| 


The  package  contained| 

[related  to  the  subject  of  the  captioned 

investigation. 


b3 

b6 

b7C 

b7E 


b3 

b6 

b7C 

b7E 


These  records  will  be  maintained  in  the  lA  section  of  the  file. 

ClASSIiriEO  BY:  NSICd  CiWiSBli 
BEASOH:  1.4  CC> 

DECLASSIFY  aW;  12-31-2038 
DATE;  06-15-2016 

AlWi  lOTaBlilWlCM  CmfmiMlDi 
HEREIN  IS  UMClASSIiriEO  IDDEPT 
WHSKE  SIDWKI  OTHHWISE 


Investigation  on  02/19/2013 
File  ^ 

by 


Charlotte, 

_JiI 


North  Carolina, 


United  States  (Mail) 
Date  drafted  02/19/2013 


bl 

b3 

b6 

b7C 

b7E 


This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  1 
to  be  distributed  outside  your  agency. 


I your  agency;  it  and  its  contents  are  not 

PETRAEUS-1462 


FD-302  (Rev.  5-8-10) 


- 1 of  1 - \ 

FEDERAL  BUREAU  OF  INVESTIGATION 


Date  of  entry  02/19/2013 


FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure  6(e) . 


On  February  19,  2013,  writer  received  a Fed  Ex  envelope 


J 


The,  p.nvp.lnuft  r.nntt^ 


i nfifiP 


subject  of  the  captioned  investigation. 


^affiliated  with  the 


b3 

b6 

b7C 

b7E 


b3 

b6 

b7C 

b7E 


These  records  will  be  maintained  in  the  lA  section  of  the  file. 

CLASSIFIED  BY:  NSICC  C66W4eBll 
RESJON:  1.4  fC} 

UlClASSrrY  cm:  X2-31-2Q3B 
MTE ; 06-15-2:016 


ftLL  IMfOSMATlCM  CXWTMMED 
HSiXXB  IS  'IlMCIASiSXtXSB  IXCCPT' 
WHERE;  iSliOlffir  iDfiilllfZSE: 


Inve 

tigationon 

02/19/2013  at 

Charlotte,  North  Carolint 

i.  United  States  (Mail) 

File 

liSL 

Datedrafted  02/19/2013 

by 

This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  1 
to  be  distributed  outside  your  agency. 


I your  agency;  it  and  its  contents  are  not 

PETRAEUS-1463 


FD-302  (Rev.  5-8-10) 


- 1 of  1 - 


FEDERAL  BUREAU  OF  INVESTIGATION 


Date  of  entry  02/19/2013 

FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure  6(e) . 


On  February  19,  2013, 

writer  received  an  envelope  | | 

The  envelope  containec 

for  the  subject  of  the 

captioned  investigation. 

These  records  will  be  maintained  in  the  lA  section  of  the  file. 


b3 

b6 

b7C 

b7E 


CL&SSIFIIO  BY:  NSICCf  C€€W46Sli 
BEASQM:  1,.,4  CC> 

DECLASSIFY  C3M:  12-31-2038 
DATE;  06-15-2016 


ALL  IHOTWATIOM  CXWmiHID 
HEREIN  li  IMCLASiiliriia:  IDEIPT 
MBBi:  SIDMI  OTBEHIIIll 


Investigation  on  02/19/2013 


by 


Charlotte, 

i) 


North  Carolina, 


United  States  (Mail) 
Date  drafted  02/19/2013 


bl 

b3 

b6 

b7C 

b7E 


This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  1 
to  be  distributed  outside  your  agency. 


I your  agency;  it  and  its  contents  are  not 

PETRAEUS-1464 


FD-302  (Rev.  5-8-10) 


- 1 of  1 - \ 

FEDERAL  BUREAU  OF  INVESTIGATION 


Date  of  entry  02/20/2013 

FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure  6(e) . 

On  February  20,  2013,  writer  received  an  envelope | I 


The  envelope  containecj  |for  the  subject  of 

the  captioned  investigation. 

These  records  will  be  maintained  in  the  lA  section  of  the  file. 


b3 

b6 

b7C 

b7E 


CLASS  IFIID  BY:  NS  ICG  Ci6W4  6B1S 
REASON:  1.4  <C) 

OICLASSIIY  ON:  l,2~3ii.“20.3.» 

DATE:  06-15-2016 


AUi  IKfOlWftTIOll  CXINTAINID 
HEREIN  IS  UHCLaSSliriED  B3K1,PT 
WEBl:  iSiOIIH  OTBlIilMISS 


Investigation  oi 

a 02/20/2013  at 

Charlotte,  North  Carolint 

i.  United  States  (Mail) 

File 

IS) 

Datedrafted  02/20/2013 

by 

^ 

This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  1 
to  be  distributed  outside  your  agency. 


I your  agency;  it  and  its  contents  are  not 

PETRAEUS-1465 


-8-10) 

FEDERAL  BUREAU  OF  INVESTIGATION 

Date  of  entr 

y 03/01/2013 

FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE 

.sseminate  except  as  authorized  by  federal  rule  of  criminal  procec 

6(E) 

lure  6(e) . 

will  be  maintained  in  the  lA  section  of  the  file. 


CLASSiriED  BSIOG  CCaMiBll 
REASON r 1,4  |C1 
nECLASSinf  OW:  ia~lil“2DaiH 
HATE ; 06-1S-2B16 


ALL  iHfOHyRfiaw  oaErmiiiO! 
mKEIM  IS  UHClASSiriBO  IMCKFT 
WHERE  SHOWN  OTHEmWISE 


Charlotte,  North  Carolina,  United  State 

ISI 


! nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  to  y( 


PETRAEUS-1466 


f 1 - 


FEDERAL  BUREAU  OF  INVESTIGATION 


FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

sseminate  except  as  authorized  by  federal  rule  of  criminal  procedure  6(e) . 


of  the  envelope  includeq 


This  envelope  and  the  contents  will  be  maintained  in  the  lA  section  of 
the  file. 


cL&ssiriin  BY:  NSim  ceaHJiii 

REASON:  i.f  ICl 
DECL&SSm:  ON;  12-31-2038 
UATE : Qli'-ll-iaili: 


ALL  INiaRMATTOil  OWf&IMD 

HEBiiS'  IS  mciuissitiiai  imcspt 

WHERE  SHOW  OTHERWISE 


03/11/2013  Charlotte,  North  Carolina,  United  States  (Mail) 


! nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  to  y( 


PETRAEUS-1467 


JSittted  States  Bistrict  Court 

western  ^ NORTH('AR()f  rK.J 


. DISTRICT  OF... 


.NORT.H  CAEOiiNA 


SUBPOENA  TO  TESTIFV 
BEFORE  GRAND  JURY 

SUBPOENA  FOR: 

□ PERSON  '^DOCUIVIENTS  OR  rJBJECKS) 


YOU  ARE  HERESY  COMMANDED  to  appear  and  testify  before  the  Grand  Jury  of  the  United  iStates  District 
Court  at  the  place,  date,  and  time  specified  below. 


Uiixted  States  Coiirtkoixse 

Rm.  203,  Floor 

401  West  Trade  Street 

Ckarlotte.,  Nortk  Carolina  28202 

DATE  AND  TIME 

4/16/2013  AT9:0()A.M. 

YOU  ARE  ALSO  COMMANDED  to  bring  with  you  the  foiiowing  documeftt(s)  or  obiectCs);* 


SEE  ATTACHMENT 


youh 
investigation. 


s subpoena’ 


impact  of  any  s 


D sm  stMSssmI  mttsmsUos}  m mmrm 


This  subpoeria  shall  remarn  in  effect  until  you  are  granted  leave  to  depart  by  the  court  or  by  an  cs^ier  acting  on 
behalf  of  the  court. 


This  subpoena  is  issued  upon  application 
of  the  United  States  of  America 


.■■\ucn 


March  11 2013 


b7C 

b7E 


l«w..  AOEJWIESS  WlCWtE  WMSefi  Of  i^SSiSTAWT  US  ATrORNE  Y 

Uxxlted  States;  Aftorsxey’s  Ctilk'e 
227  West  Trails  Street,  Suite  1650 
Ckarlotte,  .N'x>rtk  Carcstixxa  28202 
704-344-6222 


“if  swt  sppiicabi®,  ’norse  " 


iO<  AO«  10 


PETRAEUS-1468 


INSTRUCTiONS  FOR  PRODUCTION  OF  RECORDS; 


L General 

A.  Records  existing  as  Electroakally  Stored  Information  (ESI)  shall  be  produced  Ib  electronic 
form  and  shall  include  text  data  and  image  data  held: 

1 , In  3'our  record  retention  systems;  and/or 

2,  By  your  technology,  data,  or  other  service  pfovider(s), 

B.  Records  that  do  f)ot  exist  as  ESI  may  be  produced  in  paper  or  other  original  fonnst  and  may  be 
converted  to  image  or  text  data  and  provided  as  ESI,  unless  originals  are  required; 

11.  T ext  TData 

A.  Text  data  relating  to  transactions  shall  be  produced  within  a data  fsle; 

1.  Using  a delimited  ASCII  text  data  format;  Of 

2,  Using  softw'are  that  can  export  to  a coiTsrnonly  readable,  non-proprietar>’  Tile  format 
without  loss  of  data. 

B.  Text  data  files  relating  to  transactions  shall  include  field  descriptions  (e.g.,  accoutit  number, 
date/time,  description,  payee/payor,  check  number,  item  identitier,  and  amount). 

ITI  Image  Data 

A.  Image  data  shall  be  produced  in  graphic  data  files  in  a commonly  readable,  non-proprietary 
format  with  the  highest  image  quality  maintained. 

B.  Image  data  of  items  associated  with  transactions  (e.g.,  checks  and  deposit  slips)  shall  be: 

1 . Produced  in  individual  graphic  data  files  with  any  associated  endorsemettts;  and 

2.  Linked  to  conesponding  text  data  by  a unique  identifier. 

TV.  Enciyption/Authentication 

A.  ESI  may  be  transmitted  in  an  encrypted  container.  Decryption  keys  and/or  passrrsords  shall  be 
produced  separately  at  the  time  the  data  are  produced. 

B.  Authentication,  such  as  liash  coding,  may  be  set  by  agreement, 

C.  Affidavits  or  certificates  of  authenticity  may  be  included  as  part  of  the  electronic  production. 

V.  Cost  Reimbursement 

A.  Costs  that  are  reasonably  necessary  and  have  been  directly  incurred  in  searching,  for, 

reproducing,  or  transpoEting  records  may  be  reimbursable.  See  the  Right  to  Fma^^cid  Privacy 
Act,  12  U.S.C.,  Section  3415  and  Federal  Resei-ve  Board  Regulation  5,  12  C.F.R.,  Pasl  219 
(revised  effective  1/1/2010). 
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PETRAEUS-1471 


Title  : (U)  | | Response 

Re:  I ' [iJ,  03/19/2013 


bl 

b3 

b7E 


items  received  from 
lA-envelope . 


pan  be  found  in  the  corresponding 


b3 

b7E 


♦ ♦ 


2 


PETRAEUS-1474 


FD-302  (Rev.  5-8-10) 


- 1 of  1 - \ 

V 

FEDERAL  BUREAU  OF  INVESTIGATION 


Date  of  entry  03/26/2013 


FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure  6(e) . 

, On  March  25,  2013,  writer  received  a Fed  Ex  package  from| 


b3 

b6 

b7C 

b7E 


This  package  contained  transaction  support [ 


^related  to  the  captioned  subject. 


b3 

b7E 


These  records  will  be  maintained  in  the  lA  section  of  the  file. 

CLASS  iriin  B¥:  NS  ICG  CeiiMiHX 
REASON:  1,4  tCJ 
DECLASSIFY  ON; 
mTl;  0«-i5~2:flilS 

ILL  IBfQfflMATICM  CSnUiKOi 
HEBEIN  IS  'ilHCiJilSilllEO  EHElPf 
VffiElS.  S9IIW  OTIiSiiMI.Sl 


Investigation  on  03/25/2013 
File  i j 

by 


Charlotte, 

M 


North  Carolina, 


United  States  (Mail) 
Date  drafted  03/26/2013 


bl 

b3 

b6 

b7C 

b7E 


This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  to  your  agency;  it  and  its  contents  are  not 

to  be  distributed  outside  your  agency.  PET  RA  E U S"  1 4 7 5 


FEDERAL  BUREAU  OF  INVESTIGATION 


These  records  will  be  maintained  in  the  lA  section  of  the  file. 


CLASSIFIED  BY:  NSICG  C66W4eBll 
REASON:  1.4  ICl 
DECLASS II¥  CM;  i,a-31:”2:S3ii 
DATE:  0'6-lS~20iS 

ALL  INrOWSTTOH  CCMmiHO 
BSKEm  IS  iiicyiiisiiisii  m;P7 
WHERE.  SHOMM  CHII1,11I1SE. 


FD-302  (Rev.  5-8-10) 


- 1 of  1 - 


FEDERAL  BUREAU  OF  INVESTIGATION 


Date  of  entry  03/26/2013 


FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure  6(e) . 


On  March  25,  2013,  writer  received  a FedEx  package  from  T 


b7C 

b7E 


The  packaged  containec^ 
captioned  investigation. 


records  pursuant  to  the 


These  records  will  be  maintained  in  the  lA  section  of  the  file. 


CLASS IFIID  BY:  SSilCC.  CSiMMMl. 
REASON:  1.4  (Ct 
DECtASSIFX  PW:  ,12~ail,”203i 
DATE  : 


M.L  IHIORfeWTiaW  aamTAIMSD 
HIBIIM  IS  'IMCyiSSlI'IlB  ISOEn' 
WHERE  SBOWH  OTHERWISE 


Investigation  on  03/25/2013  gj 
File  I 

by  


Charlotte, 

li) 


North  Carolina, 


United  States  (Mail) 
Date  drafted  03/26/2013 


bl 

b3 

b6 

b7C 

b7E 


This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  to  your  agency;  it  and  its  contents  are  not 

to  be  distributed  outside  your  agency.  PET  RA  E U S"  1 4 7 7 


PETRAEUS-1479 


FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure 


PETRAEUS-1480 


Titl&j OH 

Re : I 


b3 

b7E 


J I 


^sponse 

J,  04/10/2013 


Name  | | 

Nickname 

Created:  11/10/2012 
Secondary  Account 
Name : 

E-mail ; 

Created:  2/6/2013 


b3 

b6 

b7C 

b7E 


All  items  received  froni  lean  be  found  in  the  corresponding 

lA-envelope.  


b3 

b7E 


♦ ♦ 


2 


PETRAEUS-1481 


FD-302  (Rev.  5-8-10) 


- 1 of  1 - \ 

FEDERAL  BUREAU  OF  INVESTIGATION 


Do 


Date  of  entry  04/17/2013 

FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure  6(e) . 

On  April  17,  2013,  writer  received  a Fed  Ex  package  from  | ~| 


b3 

b6 

b7C 

b7E 


This  packaqe  included  a 


with  the  captioned  subject. 


These  records  will  be  retained  in  the  lA  section  of  the  file. 

CUSJSirilD  BY:  NSim 
KE&SON;  1.4  iCl 
DECLASSIFY  OH:  12-31-2DSB 
DATE:  06-lB-aDlfii 

ALL.  I1I1DMWTI01I  CXimUHD 
HEBEIM  IS  IMCIASiSilirilB  S3SCS:PT 
WHEKE  SIOIIB  OISSSMSS* 


Investigation  on  04/17/2013 
File 

by  


Charlotte, 


{S] 


North  Carolina, 


United  States 


This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  to 
to  be  distributed  outside  your  agency. 


(Mail ) 


Date  drafted  04/17/2013 

b6 

b7C 

your  agency;  it  and  its  contents  are  not  1-)7P 

PETRAEU  5^1^82 


FD-302  (Rev.  5-8-10) 


- 1 of  1 - \ 

FEDERAL  BUREAU  OF  INVESTIGATION 


Date  of  entry  04/17/2013 

FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure  6(e) . 


On  April  17,  2013,  writer  received  a Fed  Ex  package  fromf" 


T 


b7C 

b7E 


This  package  contained| 

relevant  to  the  captioned  investigation. 


b3 

b7E 


These  records  will  be  maintained  in  the  lA  section  of  the  file. 

CLASS iriin  lY;  MSim  CSliMilll 
KEASON:  1.4  tCl 
DECL&SSXFY  ON;  i2”SI.-2iaii 
IttTS;  0:«-:18~2:flili 

HfcL  ISTOia  CXirTMMD 
HEREIM  IS  'IMCLiSiSlI'llB  ISCSIPf 

mmim  siOMi  ofiSEiixsi: 


Investigation  oi 

a 04/17/2013 

Charlotte,  North  Carollnt 

i.  United  States  (Mall) 

File 

1 ISl 

Datedrafted  04/17/2013 

by 

c 

bl 

b3 

b6 

b7C 

b7E 


This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  1 
to  be  distributed  outside  your  agency. 


I your  agency;  it  and  its  contents  are  not 

PETRAEUS-1483 


- 1 of  1 - 

FEDERAL  BUREAU  OF  INVESTIGATION 


These  records  will  be  maintained  in  the  lA  section  of  the  file. 


ClASSIiriED^  EX:  ISICX'  WflfWii 
IillASON,L  i.4  (C) 

DECLASSIIT;'  C3N:  12-31-2038 
OMKt 


UL  I1CTEM2ITTCM  aDHmilBD 
B, BISS'  I'S  laCIUlSiSIirilB  KKf 
WHERE  SHDHS  OfBRIlIiS: 


FD-302  (Rev.  5-8-10) 

FEDERAL  BUREAU  OF  INVESTIGATION 

Date  of  entry  04/24/2013 

FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure  6(e) . 


The 
file . 


e-mail  and  attachment  will  be  maintained  in  the  lA  section  of  the 


CUiSSIFIlB  BY:  HSOT  CiiUMBti 
REASON;  t,.,4  (C| 

DECLASSIFY  C3M:  12-31-2038 


DATE;  06-15-2016 


Ait  IHHffiMaTiaW  aHWAIMKO 
HESEIS  IS  'Siil.yiSSlI'IlB 
WHERE,  SHDfcffir  OTMERWISI 


bl 

b3 


This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  to  your  agency;  it  and  its  contents  are  not 

to  be  distributed  outside  your  agency.  PET  RA  E U S"  1 4 8 5 


^sfieEEHF 

FD-302  (Rev.  5-8-10) 

FEDERAL  BUREAU  OF  INVESTIGATION 

Date  of  entry  04/30/2013 

FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure  6(e) . 


These  records  will  be  maintained  in  the  lA  section  of  the  file. 


ClofeSSirilD  BY:  KSIM:  CiWliilll 
REASON:  1.4  (Cl 
DECLASSI.ry  ON;  1.2-SI.-2Saii 
DATS: 

att  imafMfcfiai'  a3iifai,iiD: 

HERB  IN  IS  lafciAssii'iiat  isffis,:n‘ 

WHERE  SHOWN  DTHKEWSl 


TO: 


Mttttcii  district  Qlourt 

WESTERN  ^ ^ NORTH  CAROLINA 


_ DISTRICT  OF_ 


SUBPOENA  TO  TESTIFY 
BEFORE  GRAND  JURY 

SUBPOENA  FOR: 

□ PERSON  fl  DOCUMENTS  OR  OBJECT(S) 


b3 

b7E 


YOU  ARE  HEREBY  COMMANDED  to  appear  and  testify  before  the  Grand  Jury  of  the  United  States  District 
Court  at  the  place,  date,  and  time  specified  below. 


PLACE 


United  States  Courtkouse 
401  West  Trade  Street 
Ckarlotte,  Nortk  CaroUna  28202 


Rm.  203,  2"^^  Floor 


6/18/2013  AT9;00A.M. 


YOU  ARE  ALSO  COMMANDED  to  bring  with  you  the  following  document(s)  or  object(s):  * 


SEE  ATTACHMENT 


An  official  criminal  investigation  of  a suspected  felony  is  being  eondueted  by  an  ageney  of  the  United  States  and 
a federal  grand  jury.  As  a subpoena  reeipient,  you  are  under  no  obligation  of  seereey.  However,  we  request  that 
you  not  diselose  the  existenee  of  this  subpoena  as  the  impaet  of  any  sueh  disclosure  eould  be  detrimental  to  the 
investigation. 


□ Phase  see  additional  information  on  reverse 


This  subpoena  shall  remain  in  effect  until  you  are  granted  leave  to  depart  by  the  court  or  by  an  officer  acting  on 
behalf  of  the  court. 


This  subpoena  is  issueWupon  applicatiorl/ 

nf  tho  I Initorl  Rtatos  nl  Amorira 


Aged 


DATE 

Mav  ^ 701  T 

b3 

J 

NAME.  ADOWESS  PHONE  NUMBER  OF  A 

United  States  Attomt 
227  West  Trade  Stres 
Charlotte,  North  C^( 

704-344-6222  ^ 

iSSISTANT^S  ATTORNEY  J^g 

;y’s  Office 

:t,  Suite  1650  b7E 

i 

; AOMO 


PETRAEUS-1487 


INSTRUCTIONS  FOR  PRODUCTION  OF  RECORDS: 


I.  General 

Records  existing  as  Electronically  Stored  Information  (ESI)  shall  be  produced  in  electronic 
form  and  shall  include  text  data  and  image  data  held; 

1 . In  your  record  retention  systems;  and/or 

2.  By  your  technology,  data,  or  other  service  provider(s). 

Records  that  do  not  exist  as  ESI  may  be  produced  in  paper  or  other  original  format  and  may  be 
converted  to  image  or  text  data  and  provided  as  ESI,  unless  originals  are  required. 


Text  data  relating  to  transactions  shall  be  produced  within  a data  file: 

1 . Using  a delimited  ASCII  text  data  format;  or 

2.  Using  software  that  can  export  to  a commonly  readable,  non-proprietary  file  format 
without  loss  of  data. 

Text  data  files  relating  to  transactions  shall  include  field  descriptions  (e.g.,  account  number, 
date/time,  description,  payee/payor,  check  number,  item  identifier,  and  amount). 


Image  data  shall  be  produced  in  graphic  data  files  in  a commonly  readable,  non-proprietary 
format  with  the  highest  image  quality  maintained. 

Image  data  of  items  associated  with  transactions  (e.g.,  checks  and  deposit  slips)  shall  be: 

1.  Produced  in  individual  graphic  data  files  with  any  associated  endorsements;  and 

2.  Linked  to  corresponding  text  data  by  a unique  identifier. 

IV.  Encryption/Authentication 

A.  ESI  may  be  transmitted  in  an  encrypted  container.  Decryption  keys  and/or  passwords  shall  be 
produced  separately  at  the  time  the  data  are  produced. 

B.  Authentication,  such  as  hash  coding,  may  be  set  by  agreement. 

C.  Affidavits  or  certificates  of  authenticity  may  be  included  as  part  of  the  electronic  production. 

V.  Cost  Reimbursement 

A.  Costs  that  are  reasonably  necessary  and  have  been  directly  incurred  in  searching  for, 

reproducing,  or  transporting  records  may  be  reimbursable.  See  the  Right  to  Financial  Privacy 
Act,  12  U.S.C.,  Section  3415  and  Federal  Reserve  Board  Regulation  S,  12  C.F.R.,  Part  219 
(revised  effective  1/1/2010). 


A. 

B. 

II.  Text  Data 

A. 

B. 

III.  Image  Data 

A. 

B. 


Page  2 of  2 


PETRAEUS-1490 


FD-1036  (Rev.  10-16-2009) 


FEDERAL  BUREAU  OF  INVESTIGATION 

Import  Form 


Form  Type : OTHER 

Title: (U)  Subpoena  Served 

Approved  By 


Date : 


CLASS  IF  lEE  BY:  1-i; 
REASON:  1.4  {C! 
DECLASSIFY  ON:  i: 
DATE:  06-15-201C 


05/08/2013 

ilCil 


b7C 

b7E 


ALL  INFOS5.£A-TICl-I 
HEREIN  IS  UNC.LAS3iri.PL:  i 
WHERE  SHOWN  OTHERWISE 


iS) 

Sensitive  Investigative  Matter 


FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure 
6(e)  . 


Synopsis:  (U)  Subpoena  Served  - 


b3 

b7E 


♦ ♦ 


PETRAEUS-1491 


Mutteb  States  district  CEourt 

WESTERN  ^ NORTH  CAROLINA 

DISTRICT  OF 


TO; 


b3 

b7I 

SUBPOENA  TO  TESTIFY 
BEFORE  GRAND  JURY 

SUBPOENA  FOR: 

□ PERSON  9 DOCUMENTS  OR  OBJECT(S) 


YOU  ARE  HEREBY  COMMANDED  to  appear  and  testify  before  the  Grand  Jury  of  the  United  States  District 
Court  at  the  place,  date,  and  time  specified  below. 


PLACE 


United  States  Courtkouse 
401  West  Trade  Street 
Ckarlotte,  Nortk  Carokna  28202 


Rm.  203, pioor 

DATE  AND  TIME 

6/18/2013  AT9;00A.M. 


YOU  ARE  ALSO  COMMANDED  to  bring  with  you  the  following  document(s)  or  objects):* 


SEE  ATTACHMENT 


An  official  criminal  investigation  of  a suspected  felony  is  being  conducted  by  an  agency  of  the  United  States  and 
a federal  grand  jury.  As  a subpoena  recipient,  you  are  under  no  obligation  of  secrecy.  However,  we  request  that 
you  not  disclose  the  existence  of  this  subpoena  as  the  impact  of  any  such  disclosure  could  be  detrimental  to  the 
investigation. 


This  subpoena  shall  remain  in  effect  until  you  are  granted  leave  to  depart  by  the  court  or  by  an  officer  acting  on 
behalf  of  the  court. 


This  subpoena  iS  issue^pon  appiicatiuii  ij 
of  the  United  States  of  America 


Agend 


NAME.  ADOfiESS  AND  PHONE  NUMBER  OF  ASSISTANT  US  ATTORNEY 

United  States  Attorney’s  Office 
227  West  Trade  Street,  Suite  1650 
Ckarlotte,  Nortk  TftTHT 

704-344-6222 


*l(  not  BDDlicable.  enter  "none." 


PETRAEUS-1492 


RETURN  OF  SERVICE'’) 


INSTRUCTIONS  FOR  PRODUCTION  OF  RECORDS: 


I.  General 

A.  Records  existing  as  Electronically  Stored  Information  (ESI)  shall  be  produced  in  electronic 
form  and  shall  include  text  data  and  image  data  held: 

1 . In  your  record  retention  systems;  and/or 

2.  By  your  technology,  data,  or  other  service  provider(s). 

B.  Records  that  do  not  exist  as  ESI  may  be  produced  in  paper  or  other  original  format  and  may  be 
converted  to  image  or  text  data  and  provided  as  ESI,  unless  originals  are  required. 

II.  Text  Data 

A.  Text  data  relating  to  transactions  shall  be  produced  within  a data  fde: 

1 . Using  a delimited  ASCII  text  data  format;  or 

2.  Using  software  that  can  export  to  a commonly  readable,  non-proprietary  file  format 
without  loss  of  data. 

B.  Text  data  files  relating  to  transactions  shall  include  field  descriptions  (e.g.,  account  number, 
date/time,  description,  payee/payor,  check  number,  item  identifier,  and  amount). 


111.  Image  Data 

A.  Image  data  shall  be  produced  in  graphic  data  files  in  a commonly  readable,  non-proprietary 
format  with  the  highest  image  quality  maintained. 

B.  Image  data  of  items  associated  with  transactions  (e.g.,  checks  and  deposit  slips)  shall  be: 

1.  Produced  in  individual  graphic  data  files  with  any  associated  endorsements;  and 

2.  Linked  to  corresponding  text  data  by  a unique  identifier. 


IV.  Encryption/Authentication 

A.  ESI  may  be  transmitted  in  an  encrypted  container.  Decryption  keys  and/or  passwords  shall  be 
produced  separately  at  the  time  the  data  are  produced. 

B.  Authentication,  such  as  hash  coding,  may  be  set  by  agreement. 

C.  Affidavits  or  certificates  of  authenticity  may  be  included  as  part  of  the  electronic  production. 


V.  Cost  Reimbursement 

A.  Costs  that  are  reasonably  necessary  and  have  been  directly  incurred  in  searching  for, 

reproducing,  or  transporting  records  may  be  reimbursable.  See  the  Right  to  Financial  Privacy 
Act,  12  U.S.C.,  Section  3415  and  Federal  Reserve  Board  Regulation  S,  12  C.F.R.,  Part  219 
(revised  effective  1/1/2010). 
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PETRAEUS-1495 


FD-1036  (Rev.  10-16-2009) 


^Ngii&SSiEI^ 

FEDERAL  BUREAU  OF  INVESTIGATION 


Import  Form 


Form  Type : OTHER 

Title: (U)  Subpoena  Served 

Approved  By[ 

Drafted  By: 

Case  ID  #: 


Date : 


05/08/2013 


CLASSIFIED  BY:  US  ICG  ' .■ 

REASON:  1.4  (C) 

DzciA.ssirv  ci;  : : 

nME:  06-15-2Q16. 

ALL  IKFCR;-.LA“:CjU  C-lH  I A. : 
HEREIN  IS  UWCLASSIFIEr  .EYC: 
WHERE  SHOWN  OTHERWISE 


iSl 

Sensitive  Investigative 

Matter 

b7C 

b7E 


FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure 
6(e)  . 


Synopsis:  (U)  Subpoena  Served  A 


b3 

b7E 


♦ ♦ 


DNSL&SSiEIEg 


PETRAEUS-1496 


FD-302  (Rev.  5-8-10) 

FEDERAL  BUREAU  OF  INVESTIGATION 

Date  of  entry  05/20/2013 

FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure  6(e) . 


These  records  will  be  maintained  in  the  lA  section  of  the  file. 


Class IFIID  BY:  HSIW  CiSWMlti 
RSASQM:  1,.,4  tC| 

DECiaSSIFY  C3M:  12-31-2038 
DATE;  06-15-2016 


ALL  INIXIMTIOH  OOHmillO 
HEKEflJ'  ISi  eiCUtSiSIFIllt  IMllPT 
MHEKS  SHBWSf  OTMIWISI, 


bl 

b3 


This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  to  your  agency;  it  and  its  contents  are  not 

to  be  distributed  outside  your  agency.  PET  RA  E U S"  1 4 9 7 


The  Fed  Ex  package  contained | [related  to  the 

captioned  subject,  most  of  which  had  already  been  received  as  documented  at 
Serial  18  to  this  file. 


b3 

b7E 


This  package  and  its  contents  will  be  maintained  in  the  lA  section  of 
the  file. 

CL&SaiFlED'  BY:  MIS  ICC  C6:6¥l«lll 
KEASeaif:  1,.4  fCl 

Ds:iAssxrr  cm:  ia-3i-2DaB 

□MS; 


act  iKim»aTio«  cxwmiiiD! 

HERB  IN  IS  tJNCUSJSfilFlEDi  EXCEPT 
MUBl,  SHOWN  OTHEIWISI 


Muiteb  plates  district  (Court 

WEBERN  ^ ^ NORTH  CAROLINA 


SUBPOENA  TO  TESTIFY 
BEFORE  GRAND  JURY 

SUBPOENA  FOR: 

□ PERSON  ■ DOCUMENTS  OR  OBJECT(S) 


YOU  ARE  HEREBY  COMMANDED  to  appear  and  testify  before  the  Grand  Jury  of  the  United  States  District 
Court  at  the  place,  date,  and  time  specified  below. 


United  States  Courtkouse 
401  West  Trade  Street 
Ckarlotte,  Nortk  Carokna  28202 


Rm.  203,  24  Floor 


YOU  ARE  ALSO  COMMANDED  to  bring  with  you  the  following  document{s)  or  object(s):* 


SEE  ATTACHMENT 


An  official  criminal  investigation  of  a suspected  felony  is  being  conducted  by  an  agency  of  the  United  States  and 
a federal  grand  jury.  As  a subpoena  recipient,  you  are  under  no  obligation  of  secrecy.  However,  we  request  that 
you  not  cnsclose  the  existence  of  this  subpoena  as  the  impact  of  any  such  disclosure  could  be  detrimqntm  to  the 
investigation. 


□ Phase  see  additional  in/omation  on  reverse 


This  subpoena  shall  remain  in  effect  until  you  are  granted  leave  to  depart  by  the  court  or  by  an  offiper  acting  on 
behalf  of  the  court. 


•|<  not  applicable,  enter  “t 


PETRAEUS-1500 


RETURN  OF  SERVICE'’' 


RECEIVED 
BY  SERVER 


-^/n/ 13 


STATEMENT  OF  SERVICE  FEES 


DECLARATION  OF  SERVER'^) 


I declare  under  penalty  of  perjury  under  the  laws  of  the  United  States  of  America  that  the  foregoing 
information  contained  in  the  Return  of  Set 


5 1 H / .3 


Address  of  Server 


ADDITIONAL  INFORMATION 


Procedure 

(2)  "Pms  and  mileage  need  not  be 
(Rule  45(c),  Federal  Rules  o(  Cii 
defendants  who  are  unable  to  p 


s service  see  Rule  17(d).  Federal  Rule; 


INSTRUCTIONS  FOR  PRODUCTION  OF  RECORDS: 

I.  General 

A.  Records  existing  as  Electronically  Stored  Information  (ESI)  shall  be  produced  in  electronic 
form  and  shall  include  text  data  and  image  data  held: 

1 . In  your  record  retention  systems;  and/or 

2.  By  your  technology,  data,  or  other  service  provider(s). 

B.  Records  that  do  not  exist  as  ESI  may  be  produced  in  paper  or  other  original  format  and  may  be 
converted  to  image  or  text  data  and  provided  as  ESI,  unless  originals  are  required. 

II.  Text  Data 

A.  Text  data  relating  to  transactions  shall  be  produced  within  a data  file; 

1 . Using  a delimited  ASCII  text  data  format;  or 

2.  Using  software  that  can  export  to  a commonly  readable,  non-proprietary  file  format 
without  loss  of  data. 

B.  Text  data  files  relating  to  transactions  shall  include  field  descriptions  (e.g.,  account  number, 
date/time,  description,  payee/payor,  check  number,  item  identifier,  and  amount). 

III.  Image  Data 

A.  Image  data  shall  be  produced  in  graphic  data  files  in  a commonly  readable,  non-proprietary 
format  with  the  highest  image  quality  maintained. 

B.  Image  data  of  items  associated  with  transactions  (e.g.,  checks  and  deposit  slips)  shall  be: 

1 . Produced  in  individual  graphic  data  files  with  any  associated  endorsements;  and 

2.  Linked  to  corresponding  text  data  by  a unique  identifier. 

rv.  Encryption/ Authentication 

A.  ESI  may  be  transmitted  in  an  encrypted  container.  Decryption  keys  and/or  passwords  shall  be 
produced  separately  at  the  time  the  data  are  produced. 

B.  Authentication,  such  as  hash  coding,  may  be  set  by  agreement. 

C.  Affidavits  or  certificates  of  authenticity  may  be  included  as  part  of  the  electronic  production. 

V.  Cost  Reimbursement 

A.  Costs  that  are  reasonably  necessary  and  have  been  directly  incurred  in  searching  for, 

reproducing,  or  transporting  records  may  be  reimbursable.  See  the  Right  to  Financial  Privacy 
Act,  12  U.S.C.,  Section  3415  and  Federal  Reserve  Board  Regulation  S,  12  C.F.R.,  Part  219 
(revised  effective  1/1/2010). 
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PETRAEUS-1504 


FD-1036  (Rev.  10-16-2009) 


]Tr.i(.kii._L/viiii«iiTTrrr 

FEDERAL  BUREAU  OF  INVESTIGATION 

Import  Form 


Form  Type : OTHER 


Date : 


05/20/2013 


CL&SSIFIID  BF:  MSICC  CSO- 
REASOM:  1,.,4  tO 
DECLASSIFY  CJN  : 12-31-203fi 
DATE:  □6-15-2016 


b7C 

b7E 


Case  ID  #:  | [gj  | ~] 

Sensitive  investigative  Matter 

FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure 
6(e)  . 


b3 

b7E 


♦ ♦ 


PETRAEUS-1505 


FD-302  (Rev.  5-8-10) 


- 1 of  1 - 

FEDERAL  BUREAU  OF  INVESTIGATION 


Date  of  entry  06/24/2013 

FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure  6(e) . 


On  June  18,  2013,  writer  received  a UPS  package  froir] 


b7C 

b7E 


The  package  included^ 


with  the  captioned  subject. 


b3 

b7E 


These  records  will  be  maintained  in  the  lA  section  of  the  file. 

CLASS irilD  BY:  NSIOS: 

BEASOW:  1.4,  ICJ 
HECL&SSIIT  OH;  12-31-2038 
n&TE;  a6-:lS-2il« 

ILL  limMTioN  canmino 

HEKEIH  IS  IlClUSSiSIFISSi  EMXm 

vmm  SBOMi  onuMisc 


Investigation  on  06/18/2013 
File  j 

by 


Charlotte, 

“il 


North  Carolina, 


United  States  (Mail) 
Date  drafted  06/24/2013 


bl 

b3 

b6 

b7C 

b7E 


This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  1 
to  be  distributed  outside  your  agency. 


I your  agency;  it  and  its  contents  are  not 

PETRAEUS-1506 


PETRAEUS-1508 


/ yWTTuhll 


♦ ♦ 


2 


PETRAEUS-1510 


PETRAEUS-1511 


Title  : (U)  | [Response 

Rer  I |-GJ,  07/03/2013 

b7E 


The  documentation  provided  by|  jean  be  found  in  the  corresponding 

lA-envelope . 


♦ ♦ 


-iiT|-irririT 

2 


PETRAEUS-1512 


FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure 


PETRAEUS-151: 


-GJ,  08/27/2013 


b7E 


attachments  can  be  found  in  the  corresponding 


PETRAEUS-1514 


iXi.iiJjii,  nJuiuiSr 

FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communication 


Details : 


PETRAEUS-1515 


II  ii~ 


Title; 

flbl 

Re. 

L 

number . 


bl 

b3 

b6 

b7C 

b7E 


♦ ♦ 


2 


PETRAEUS-1516 


FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communication 


Approved  By 


HEASOH:::  1.1  CC) 
DECLASSIFY  Oir:  12- 
DATE:  06-15-2016 


FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  proce^ 


Synopsis:  (U)  Response  from 


Rea§^:  1.4(b),  (c)^,^^) 

Derive^''F9£^[U,^Bl 
NS  ISO;;;^DeS^6fB^^^^ 
Declassify  On:  2038^2^ 


Enclosure (s) : Enclosed  are  the  following  items: 


On  or  about  11/7/2013.  a package  was  delivered  to  FBI  Charlotte  t 
attention  of|  The  package  contained  documentation 

I I in  relation  to  Grand  Jury  Subpoena  Number[  |i 

out  of  the  Western  District  of  North  Carolina. 


PETRAEUS-1517 


~arrTn?'L'//iguj<.Ul5. 


2 


PETRAEUS-1518 


FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure 


PETRAEUS-1519 


'gEiJaLb^/iqrrrfn^ 


bl 

b3 

b7E 


I'll  lil  'lliir 
2 


PETRAEUS-1520 


To: 

Subject: 

SentinelCaseld: 

SentToSentinel: 


Low  Side  Request  — II]3efe6(S§t0H3 

Igj  (S) 

1/9/2015  1:30:36  PM 


ALL  IMFDRiriTIDl-.  : : ■ : i - ' 
HEREIN  IS  UMCLASSIVj 
WHERE  SHaWH  OTHE:-;::. 


Classification: 


Sent  for  Approval  for  RECORD//Sentinel  Cas^ 
Hey  Ladies- 


iS) 


I'm  trying  to  get  a 

document  to  the  low  side  tor  mer 


^ould  you  please  move  this 


bl 

b3 

b6 

b7C 

b7E 


bl 

b3 

b7E 


Thanks  so  much  for  your  help! 
Have  a great  weekend! 


b3 

b6 

b7C 

b7E 


seal 


b3 

b7E 

OTHER  seal 


Classification:  UN£±ifeSS±E£E5 


PETRAEUS-1521 


FD-1036  (Rev.  10-16-2009) 


iS^esss^lEa 

FEDERAL  BUREAU  OF  INVESTIGATION 

Import  Form 


Form  Type : | | 

Title: (U)  Low  Side  Request 

Approved  By: 

Drafted  By: 


Date:  01/13/2015 

ClASSIiriBD  HSIOG  CifilfitBll 
REASON:  1.,.4  (C) 

DECLASSIFY  OW:  12-31-2010 
DATE:  □6-15-2016 


ALL,  INFOEMATTON  COMTAIIED 
HEBEIKT  is  traClASSIFIED  lail'pf 
MHIRI  SHOW  OTHIRMISE 


Sensitive  Investigative  Matter 


b3 

b7E 


bl 

b3 

b6 

b7C 

b7E 


Synopsis:  (U)  Low  Side  Request 

Enclosure's):  Enr.lo.sed  are  the  following  items: 
1.  (U)  RequesJ 


b3 

b7E 

OTHER  seal 


♦ ♦ 


DHCaASSiEISD 


PETRAEUS-1528 


FD-1057  (Rev.  5-8-10) 


FEDERAL  BUREAU  OF  INVESTIGATION 


Electronic  Communication 


(U)  Sub-file  Opening  Document 


12/17/2012 


CHARLOTTE 


Synopsis:  (U)  Open  sub-file  for  captioned  matter. 


1.4(b),  (c)^ 

Derived^ 

NS  I SC;:20e^6 1^ 
^classify  On:  2037121: 


Details : 

(U)  Request  to  open  sub  NC  to  house  newspaper  clippings  and  open-source 
material  collected  for  the  captioned  matter. 


♦ ♦ 


PETRAEUS-1183 


FD-1057  (Rev.  5-8-10) 


_~l  I I II I 1^1  III II II I II  ir_ 

FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communication 


(U)  Sub-file  Opening  Document 


12/17/2012 


CHARLOTTE 


CLASStriEE  BV:  .MS.Tr- 
REASON  : 1 . -1  C ; 

DECLASSIFY  Dl-i  : 12-3:.  .'  ■■ 

DATE:  06-14-2016 

ALU  I14FQR>^lATTOM  C:.-.!-::: 
HEREIN  IS  ■aHCLASSIVLi:': 
WHERE  SHtDViN  OTHERWISE 


Sensitive  Investigative  Matter 


b7C 

b7E 


Synopsis:  (U)  Open  sub-file  for  captioned  matter. 


ti^l . 4 (b)  , (c),.<-td) 

Derived  ] 

NSISC-^^£Xe^61^ 

lassify  On:  2037i2- 


Details : 

(U)  Request  to  open  sub  SBP  to  house  all  subpoenas  issued  during  the 
course  of  the  captioned  investigation. 


♦ ♦ 


PETRAEUS-1125 


FD-1057  (Rev.  5-8-10) 


Jsse^*t77N©«QB^ 


FEDERAL  BUREAU  OF  INVESTIGATION 


Electronic  Communication 


Title:  (U)  Subpoenas  Served 


Date:  01/02/2013 


From: 


CHARLOTTE 

CEOS 


Contact : 


CLASSIC  lELl  BY  : : . s ^ ^ 
SEASON:  1.4  tC.) 

DECLASSIi"i:  017;  12-31-2CiZ.;j 
BATE;  06-14-2D16 


Approved  By 
Drafted  By: 
Case  ID  #: 


A.LL  INfORilATICli  .'n::  ■ 

HEREIN  IS  Ul'rCLAS3i;.IY7:. 
™E.RE  SEOl>T-T  OT.HE?.'.-.TSE 


iS| 


Sensitive  Investigative  Matter 


bl 

b3 

b6 

b7C 

b7E 


Synopsis:  (U)  Subpoenas  Served 


.Qi^l.4(b),  (c)^ 

Derived 
NSISC-2ilD9t561^ 

ra^fy  On:  2038^ 


Enclosure (s) : Enclosed  are  the  following  items : 

1.  (u)|  |gjs 

b3 

Details : b7E 

Qa  12/21/2Q12 writer  Sf^rvf^d  the  enclosed  .Grand  Jury  Subpoenas  on 

[a  copy  of  the  Grand  Jury 

Subpoenas  can  be  found  in  the  corresponding  lA-envelope. 


♦ ♦ 


PETRAEUS-1126 


Title:  fU)  Service  of  Grand  Jury  Subpoena 

-Re-; [ [bp,  01/18/2013 


bl 

b3 

b7E 


♦ ♦ 


2 


PETRAEUS-1129 


FD-1057  (Rev.  5-8-10) 


_sl!Craa^^/NagpRf^ 

FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communication 


02/05/2013 


From:  CHARLOTTE 


FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure 
6(e)  . 


Enclosure (s) : Enclosed  are  the  following  items: 
1.  (U)|  [request  and  response 


documentation  from 


.nj 

requesting  additional  information  in 

Jury  Subpoena 

1 [issued  out  of  the  Western 

District  of  North  Carolina. 


On  or  about  2/4/2013,  SrI 
information  requested  byl 


I the  additional 


jThe  request  froiu 


response  can  be  found  in  the  corresponding  lA-envelope. 


b3 


b3 

b6 

b7C 


PETRAEUS-1130 


JsfcSKET/TTieioBiL^ 


bl 

b3 

b7E 


PETRAEUS-1131 


FD-1057  (Rev.  5-8-10) 


_~TTT7i||'i  I ‘hP~_ 

FEDERAL  BUREAU  OF  INVESTIGATION 


Electronic  Communication 


Title:  (U)  Service  of  Grand  Jury  Subpoenas 


From:  CHARLOTTE 

CEOS 

Contact 


Date:  03/05/2013 

c..^\s3iF:7.r.  sv 
REASON  : 1.-1  •;  C > 

DECLASSI.FY  OH:  12-31-.-; 
DATE:  06-14-2016 


ALL  INFORliATICN  COl;- T .7:  .- 
HEREIN  IS  UNCLAS-  ' ■■  i ■■■;■ 
WHERE  SHOWN  OTHERWISE 


b7C 

b7E 


Sensitive  Investigative  Matter 


FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure 
6(e)  . 


Synopsis:  (U)  Service  of  Grand  Jury  Subpoenas 


1.4(b),  (c)^ 

Derived 
NSISC;:^0e^615^ 

la^ify  On:  2038013: 


Enclosure (s) : Enclosed  are  the  following  items: 
1.  (U)  Grand  Jury  Subs 

Details : 


On  or  about  3/5/2013,  Sa| [served  the  attached  Grand  Jury 

Subpoenas  issued  bv  ths  Distiigt  North  Carolina  or]  | 

A copy  of  each 

Grand  Jury  Subpoena  can  be  found  in  the  corresponding  lA-envelope. 


PETRAEUS-1132 


;-S]- 


Title:  (U)  Service  of  Grand  Jury  Subpoenas 

Re: I ^BP,  03/05/2013 


bl 

b3 

b7E 


♦ ♦ 


2 


PETRAEUS-1133 


FD-1057  (Rev.  5-8-10) 


Tl  I I I I nil  llll  II  iC 

FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communication 


Title:  (U)  Service  of  Grand  Jury  Subpoenas 


From:  CHARLOTTE 


Date : 


03/06/2013 


CLASSiriEC  EV:  Vi.;; 
RBSSOH  : 1 . -i  {C  > 

EEC  -SiSSI  FV  .Dll  : IZ  ' 

DATE:  06-14-2016 


ALL  IHrOPl,LAT.IC:-l  ..C  ' ^ ..' 
HEREIN  IS  IJNCLA33II.i.Z;- 
WHERE  SHOiOT  DTHERVIISE 


iS) 


Sensitive  Investigative  Matter 


FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure 
6(e)  . 


Synopsis:  (U)  Service  of  Grand  Jury  Subpoenas 


1.4(b),  (c)^ 

Derive^''Fizpm 
NSISC-^ 

i:a^ify  On:  203§tr 


Enclosure (s) : Enclosed  are  the  following  items: 
1.  (U)  Grand  Jury  Subs 


Details : 


On  or  about  3/6/2013,  Sa| [served  the  attached  Grand  Jury 

Subpoenas  issued  bv  th?  Distiigt  Ngjth  Carolina  or]  I b7c 

A copy  of  each  Grand 

Jury  Subpoena  can  be  found  in  the  corresponding  lA-envelope. 


sgcidL " \'  /rrrrfTTL 


PETRAEUS-1134 


Title:  (U)  Service  of  Grand  Jury  Subpoenas 


:s-: 


;BP,  03/06/2013 


bl 

b3 

b7E 


♦ ♦ 


2 


PETRAEUS-1135 


FD-1057  (Rev.  5-8-10) 


FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communication 


Title:  (U)  Service  of  Grand  Jury  Subpoena 


03/12/2013 


From:  CHARLOTTE 


- ' hlC 
b7E 


FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure 
6(e)  . 


Synopsis:  (U)  Service  of  Grand  Jury  Subpoena 

1.4(b)  , (c^ 

Derived^ 

NS  ISC;:2©€r$0  615^ 

€cl^sify  On:  203801^ 

Enclosure (s) : Enclosed  are  the  following  items: 
1.  (U)  Subpoena 


On  or  about  3/12/2013,  S.a 


perved  the  attached  Grand 


Jury  Subpoena  issued  by  the  Western  District  of  North  Carolina  on 

A copy  of  each  Grand  Jury  Subpoena 
can  be  found  in  the  corresponding  lA-envelope. 
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Electronic  Communication 


(U)  Service  of  Grand  Jury  Subpoena 


CHARLOTTE 


03/28/2013 


CLASSIFIEE  a”:  M 
REASON : 1.4  (C) 

EEC_2iSSIFV  -Dl!:  1 


ALL  INFOKliATIC3N  r::’.;, ; : ' 

HEREIN  IS  UNCLASSiniE 
WHERE  SHOWN  OTHERKIST: 


(S) 


Sensitive  Investigative  Matter 


b7C 

b7E 


FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure 
6(e)  . 


Synopsis:  (U)  Service  of  Grand  Jury  Subpoena 

.§oi^  1.4  (b)  , (c)^ 

Derived 
NSISC-: 

lassify  On:  203801 

Enclosure (s) : Enclosed  are  the  following  items: 
1.  (U)  GJ  Subpoena 


On  or  about  3/28/2013,  sJ 


served  the  attached  Grand 


Jury  Subpoena  issued  by  the  Western  District  of  North  Carolina  on 
I I A copy  of  each  Grand  Jury  Subpoena  can  be  found  in  the 


corresponding  lA-envelope. 
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FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure 


Synopsis:  (U)  Service  of  Grand  Jury  Subpoena 


Enclosure (s) : Enclosed  are  the  following  items: 
1.  (U)  GJ  Subpoena 


Details : 


could  accept  service  on  behalf  of  his  client.  A copy  of  each  Grand 
Jury  Subpoena  can  be  found  in  the  corresponding  lA-envelope. 
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Title:  (U)  Service  of  Grand  Jury  Subpoenas  Date:  06/12/2013 

CLASSIFIED  BY:  NSIll 


From:  CHARLOTTE  reasci-i  i . -j  r- 


bl 
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FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure 
6(e)  . 


Synopsis:  (U)  Service  of  Grand  Jury  Subpoenas 

.§on:  1.4(b),  (c)^ 

Derived 
NSISC-: 

eSia^sify  On:  2038013: 

Enclosure (s) : Enclosed  are  the  following  items : 
1.  (U)^  pj  Subpoena 


On  or  about  6/12/2013,  SA 


served  the  attached  Grand 


Jury  Subpoenas  issued  by  the  Western  District  of  North  Carolina  on 
I I A copy  of  the  Grand  Jury  Subpoenas  can  be 

found  in  the  corresponding  lA-envelope. 
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Electronic  Communication 


Title:  (U)  Service  of  Grand  Jury  Subpoena 


Date:  08/12/2013 


From:  CHARLOTTE 


b7C 

b7E 


FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure 
6(e)  . 


Synopsis:  (U)  Service  of  Grand  Jury  Subpoena 

.§on:  1.4(b),  (c)^ 

Deriv^ 

NSISC-^ 

lassify  On:  203861: 

Enclosure (s) : Enclosed  are  the  following  items: 
1.  (U)  Grand  Jury  Subpoena 


served  the  attached 


Grand  Jury  Subpoena  issued  by  the  Western  District  of  North  Carolina  on 
I |on  8/9/2013.  A copy  of  the  Grand  Jury  Subpoena  can  be 

found  in  the  corresponding  lA-envelope. 
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Electronic  Communication 


Title:  (U)  Service  of  Grand  Jury  Subpoena 


From:  CHARLOTTE 

CEOS 

Contact : 


Approved  ] 
Drafted  By| 
Case  ID  # : 


Date:  09/05/2013 

FBI  INFO. 

CLASSIFIE.tj  BY:  HlvUIG  i.-- 
FEASON:  1.4  (C) 

DECLASSIFY  CW ; 12-31-2Q3S 
n&TE:  Q6-14-2D16. 


IS) 

SSbSiriVd  Matter 
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FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure 
6(e)  . 


Synopsis:  (U)  To  request  assistance  from  the  Norfolk  Division  in 

serving  a Grand  Jury  Subpoena 


■5^:  1.4(b),  (c)^ 

Derive< 

NSISC-^ 

la^ify  On:  203^ 


Enclosure (s) : Enclosed  are  the  following  items: 

1.  (U)  Grand  Jury  Subpoena 

Details : 

The  Charlotte  Division  is  currently  working  the  above  captioned 
mishandling  of  classified  information  investigation.  As  a result  of 
this  investigation,  numerous  interviews  have  been  conducted  throughout 
the  United  States.  One  interviewee!  Iwas  interviewed 
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FEDERAL  BUREAU  OF  INVESTIGATION 


aforementioned  Return  of  Service  are  maintained  in  a FD-340  (lA)  envelope, 


and  being  returned  to  the  Charlotte  Division. 
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b6 

b7C 


fU)  Servi ce  of  Grand  Jury  Subpoenas 
EBP,  09/16/2013 


bl 

b3 

b7E 


♦ ♦ 
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Title:  (U)  Service  of  Subpoena  on 

i.gj, Reu I "^BP,  09/30/2013 


States  District  Court  for  Western  North  Carolina.  The  subpoena  is 

identified  as  numbeJ ^and  was  served  on 

a 1—^ 1 1 1 b6 

I is  ordered  1-,7C 

to  appear  before  the  Grand  Jury  in  Charlotte,  North  Carolina  or|  | 


(U)  A copy  of  the  subpoena  and  associated  instructions  can  be  found  in 
the  corresponding  lA-envelope. 


♦ ♦ 


2 


PETRAEUS-1155 


FEDERAL  BUREAU  OF  INVESTIGATION 
FOI/PA 

DELETED  PAGE  INFORMATION  SHEET 
Civil  Action#  16-cv-00514 

Total  Deleted  Page(s)  = 1 
Page  2 ~ b6;  b7C;  b7E; 


XXXXXXXXXXXXXXXXXXXXXXXX 
X Deleted  Page(s)  X 
X No  Duplication  Fee  X 
X For  this  Page  X 
XXXXXXXXXXXXXXXXXXXXXXXX 


Owner;  unknown  <unknown@internal_domain> 

Filename;  petraeusS.docx 

Last  Modified;  Wed  Nov  07  09;46;42  EST  201 2 


PagePRRAEUS-1192 


pefraeusS.docx 


At  approximately  8:15  am,  on  November  7,  2012,  David  Petraeus,  Director,  Central  Intelligence  Agency, 
returned  a message  to  call  me.  I advised  Petraeus  that  1 had  informed  the  Director  of  National 
Intelligence  regarding  the  security  issues  of  an  ongoing  investigative  matter.  Specifically,  I advised 
Petraeus  that  the  FBI  and  DoJ  had  an  obligation  to  report  this  matter  due  to  his  involvement  in  an 
ongoing  criminal  investigation  and  that  classified  documents  were  discovered  on  a hard  drive  owned  by 
the  woman  he  was'having  an  extramarital  affair  with.  Petraeus  asked,  "do  you  know  where  this  is  going, 
where  does  it  go  from  here?"  I told  Petraeus  that  the  DNl  would  make  that  determination. 


PfSgff^KIU5-1193 


Bcc: 

Subject:  WTOP  - Official:  Emails  from  paramour  led  to  FBI  probe  (D/D  Sean  Joyce  to  testify 

before  Congress  next  Wednesday) 

Date:  Sun  Nov  1 1 2012  04:51 :21  EST 

Attachments: 


Are  former  D/Ds  Murphy  and  Pistole  jealous  DID  Joyce  is  testifying  next  week  and  getting  all  this 
outstanding  publicity? 

I [here. 


Official:  Emails  from  paramour  led  to  FBI  probe 


Sunday- 11/11/2012,  12:22am  ET 


FILE  - In  this  Aug.  31 , 201 1 file  photo,  former  Commander  of  International  Security  Assistance  Force 
and  U.S.  Forces-Afghanistan  Gen.  Davis  Petraeus,  standing  with  his  wifj  participates  in  an 
armed  forces  farewell  tribute  and  retirement  ceremony  at  Joint  Base  Myer-Henderson  Hall  in  Arlington, 
Va.  Gen.  Petraeus,  the  retired  four-star  general  who  led  the  U.S.  military  campaigns  in  Iraq  and 
Afghanistan,  resigned  Friday.  Nov.  9,  2012  as  director  of  the  CIA  after  admitting  he  had  an  extramarital 
affair.  (AP  Photd  Filel 

By  KIMBERLY  DOZIER  AND  PETE  YOST 
Associated  Press 

WASHINGTON  (AP)  - The  scandal  that  brought  down  CIA  Director  David  Petraeus  started  with 
harassing  emails  sent  by  his  biographer  and  paramour,  Paula  Broadwell,  to  another  woman,  and 
eventually  led  the  FBI  to  discover  the  affair,  U.S.  officials  told  The  Associated  Press  on  Saturday. 

Petraeus  quit  Friday  after  acknowledging  an  extramarital  relationship. 

The  official  said  the  FBI  investigation  began  several  months  ago  with  a complaint  against  Broadwell,  a 
40-year-old  graduate  of  the  U.S.  Military  Academy  and  an  Army  Reserve  officer.  That  probe  led  agents 
to  her  email  account,  which  uncovered  the  relationship  with  the  60-year-old  retired  four-star  general, 
who  earned  acclaim  for  his  leadership  of  the  wars  in  Iraq  and  Afghanistan. 

The  identity  of  the  other  woman  and  her  connection  with  Broadwell  were  not  immediately  known. 

Concerned  that  the  emails  he  exchanged  with  Broadwell  raised  the  possibility  of  a security  breach,  the 
FBI  brought  the  matter  up  with  Petraeus  directly,  according  to  the  official,  who  spoke  on  condition  of 
anonymity  because  he  was  not  authorized  to  publicly  discuss  the  investigation.  The  FBI  approached  the 


PageP6WAEUS-1194 


CIA  director  because  his  emails  in  the  matter  were  in  most  instances  sent  from  a personal  account,  not 
his  CIA  one. 

Petraeus  decided  to  quit,  abruptiy  ending  a high-profile  career  that  might  have  culminated  with  a run  for 
the  presidency,  a notion  he  was  believed  to  be  considering. 

Petraeus  handed  his  resignation  letter  to  President  Barack  Obama  on  Thursday,  stunning  many  in  the 
White  House,  the  CIA  and  Congress.  The  news  broke  in  the  media  before  the  House  and  Senate 
inteiligence  committees  were  briefed,  officials  say. 

By  Friday  evening,  muitiple  officials  identified  Broadweli,  who  spent  the  better  part  of  a year  reporting 
on  Petraeus'  time  in  Afghanistan. 

Members  of  Congress  said  they  want  answers  to  questions  about  the  affair  that  ied  to  Petraeus's 
resignation. 

House  inteliigence  committee  chairman  Mike  Rogers,  R-Mich.,  and  ranking  member  Dutch 
Ruppersberger,  D-Md.,  wiil  meet  Wednesday  with  FBI  deputy  director  Sean  Joyce,  and  CIA  acting 
director  Michael  Morell  to  ask  questions,  including  how  the  investigation  came  about,  according  to  a 
senior  congressional  staffer  who  spoke  anonymously  because  he  was  not  authorized  to  discuss  the 
investigation  publicly. 

Petraeus  has  been  married  for  38  years  to  Holiy  Petraeus,  the  daughter  of  the  West  Point 
superintendent  when  he  was  a student  at  the  New  York  schooi. 

"He  is  truiy  remorsefui  about  everything  that's  happened,"  said  Steve  Boyian,  a retired  army  officer  and 
former  Petraeus  spokesman  who  spoke  Saturday  with  the  former  general.  In  a phone  call  with  Boyian, 
Petraeus  lamented  the  damage  he'd  done  to  his  "wonderfui  family"  and  the  hurt  he'd  caused  his  wife. 

"He  screwed  up,  he  knows  he  screwed  up,  now  he's  got  to  try  to  get  past  this  with  his  family  and  heal," 
said  Boyian. 

Paula  Broadweli  interviewed  the  general  and  his  close  associates  intensively  for  more  than  a year  to 
produce  the  best-selling  biography,  "Ail  In:  The  Education  of  General  David  Petraeus,"  which  was 
written  with  Vernon  Loeb,  a Washington  Post  editor,  and  published  in  January.  Since  Petraeus's 
resignation,  the  book  jumped  from  a ranking  on  Amazon  of  76,792  on  Friday  to  1 1 1 by  mid-Saturday. 

The  CIA  was  not  commenting  on  the  identity  of  the  woman  with  whom  Petraeus  was  involved. 

Broadweli,  who  is  married  with  two  young  sons,  has  not  responded  to  multiple  emails  and  phone 
messages.  Broadweli  planned  to  celebrate  her  40th  birthday  party  in  Washington  this  weekend,  with 
many  reporters  invited.  But  her  husband  emailed  guests  to  cancel  the  event  late  Friday. 

CIA  officers  long  had  expressed  concern  about  Broadwell's  unprecedented  access  to  the  director.  She 
frequently  visited  the  spy  agency's  headquarters  in  Langley,  Va.,  to  meet  Petraeus  in  his  office, 
accompanied  him  on  his  punishing  morning  runs  around  the  CIA  grounds  and  often  attended  public 
functions  as  his  guest,  according  to  two  former  intelligence  officials. 

As  a military  intelligence  officer  in  the  Army  Reserve,  Broadweli  had  a high  security  clearance,  which 
she  mentioned  at  public  events  as  one  of  the  reasons  she  was  well-suited  to  write  Petraeus's  story. 

But  her  access  was  unsettling  to  members  of  the  secretive  and  compartmentalized  intelligence  agency, 
where  husbands  and  wives  often  work  in  different  divisions,  but  share  nothing  with  each  other  when 
they  come  home  because  they  don't  "need  to  know." 

In  one  incident  that  caught  the  CIA  staff  by  surprise,  Broadweli  posted  a photograph  on  her  Facebook 
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page  of  Petraeus  with  actress  Angelina  Jolie,  taken  in  his  7th  floor  office  where  only  the  official  CIA 
photographer  is  permitted  to  take  photos.  Petraeus  had  apparently  given  Broadwell  the  photo  just  hours 
after  it  was  taken. 

Petraeus'  staff  in  Afghanistan  similarly  had  been  concerned  about  the  time  Broadwell  spent  with  their 
boss  on  her  multiple  reporting  visits  to  the  war  zone.  Following  standard  military  procedure  with  senior 
officers,  they  almost  always  had  another  staffer  present  when  she  met  with  him  at  his  headquarters, 
though  they  did  have  some  meetings  alone.  Military  officers  close  to  him  insist  the  affair  did  not  begin 
when  he  was  in  uniform. 

In  the  preface  to  her  book,  Broadwell  said  she  first  met  Petraeus  in  the  spring  of  2006.  She  was  a 
graduate  student  at  the  Kennedy  School  of  Government  at  Harvard;  he  was  visiting  the  university  to 
discuss  his  experiences  in  Iraq  and  a new  counterinsurgency  manual  he  was  working  on. 

She  had  graduated  from  West  Point  with  academic,  fitness,  and  leadership  honors,  according  to  a 
biography  posted  on  her  publisher's  website  that  lists  authors  available  for  speaking  engagements. 

Harvard  invited  some  students  to  meet  with  Petraeus,  and  Broadwell  was  among  them  because  of  her 
military  background,  which  she  wrote  included  being  recalled  to  active  duty  three  times  to  work  on 
counterterrorism  issues  after  the  Sept.  1 1 attacks. 

After  Obama  put  Petraeus  in  charge  in  Afghanistan  in  2010,  Broadwell  decided  to  expand  her  research 
into  an  authorized  biography. 

Broadwell  has  deep  ties  and  friendships  throughout  the  Washington  media  sphere  and  often  was 
sought  for  comment  on  Petraeus'  viewpoints  as  he  proved  harder  and  harder  to  reach. 

The  CIA  director  had  lowered  his  media  profile,  stopping  his  practice  of  emailing  reporters  and  ending 
once-common  background  interviews  by  the  agency.  That  was  especially  the  case  after  GOP 
allegations  last  spring  that  the  Obama  administration  was  leaking  sensitive  material  to  burnish  its 
foreign  policy  reputation  ahead  of  the  presidential  election,  after  a series  of  stories  appeared  about  top 
secret  operations  aimed  at  al-Qaida  in  Yemen,  and  Iran's  nuclear  program.  A White  House-ordered 
investigation  of  those  leaks  continues. 

Petreaus's  resignation  comes  just  before  a crucial  scheduled  appearance  before  congressional 
intelligence  committees  next  week  to  testify  on  what  the  CIA  knew,  and  what  it  told  the  White  House, 
before,  during  and  after  the  attacks  that  killed  the  U.S.  ambassador  and  three  other  Americans  in  Libya 
on  Sept.  1 1 . 

Congressional  officials  say  Petraeus'  deputy,  Michael  Morell,  will  testify  instead,  as  acting  director  of  the 
CIA. 
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